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EJEKTPOHHOTI'O KJIFOUYA TA IOBEJAIHKOBOI BIOMETPII
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1n: o . o . o .
Biraumpkuit HalllOHAJIbHUU TEXHIYHUU YHIBEPCUTCT

Cmpimke nowupeHHs1 npoepamHux dodamkie y ecix cghepax f1rodcbKoi QisiibHOCMI 3yMoestoe nompeby 3a-
be3rneyeHHs1 3axucmy 0aHux, Wo Micmsambscs y HUX. Tomy, Hapasi akmyasbHUMU € MUMaHHs, W0 CMoCyrmbCs
80ocKoHaneHHs1 Mmemodie asmeHmudapikauii 0nsi 3anobieaHHs HecaHKyioHogaHo20 Gocmyry 00 rpoepamMHUX
pecypcis. [ns po3e’ssaHHA yux 3aday 8ax/iueo epaxysamu, WO Pi3Hi munu cucmem eucysaromb C80I yHiKa-
INbHIi sumoeau 0o nidcucmem asmeHmudgbikauii. [Jo moeao X, akmueHull po38UMOK 064YUC08asIbHOI MEXHIKU
obymoerie Moxnusicme 3r1amMy anzopummie asmeHmuikauil, SKi we OekKinibKa POoKie momy eeaxkasiucs Ha-
OitiHumu. Y 38’A3Ky 3 yum, y pobomi npornoHyembcs nidsuwumu 0ocmosipHicmb asmeHmudbikauii kopucmyea-
4Ya Ha OCHO8I 3axuujeHo20 esfIeKmMPOHHO20 KIlro4a 3 sukopucmaHHam anzopummy AES ma aHanizy eHmponii
PyXxie MUWKU, WO € iHOugidyaribHOK XapakmepucmuKor Oris KOXHOI ocobu. Pearizauisi e1eKmpoHHO20 Krya
8U3HayeHa makumu (o020 rnepesasamu. 3MeHWEeHHs sumpam, nid8UUWEHHST 3pyYHOCMI KOpUCmye8aHHs, 3HU-
JKEeHHS iIMOosipHOCMIi 8Mpamu Yu KpaliKKu ma 3MeHWeHHS pU3UKy amak Yyepes rnocepedHuka. AHania eHmporii
pyxie muwku do3eosiume 30ilicHUMU asmeHmudgbikauiro Kopucmyeada Ha OcHogi biomempuy4HUX MoeediHKo8UX
Xxapakmepucmuk, siKi € yHigeepcanbHUMU, yHiKanbHUMU ma rnocmidHumu. Onucyro4u an2opumm fpoyecy aHalsi-
3y eHmponii MUWKU, 8apmo 3aysaxxumu, wo ocobnusicmio eidcmexysaHHs1 OUHaMIYHUX Mo8ediHKOBUX Xapak-
mepucmuk € me, Wo Kopucmyeay repemiljae Kypcop MUWKU 0 CKadHIl Kpusil 3i WeudKIiCmio, U0 3MiHt0-
embcs Yy rnpouyeci nepemiuwjeHHs. Dopma Kpueoi niHii | weudkicmb pyxy Kypcopa 0OYMOS/EHi HU3KOH
¢pizionoaidHUX ma fcuxoso2iyHUX YUHHUKIG, 30Kpema makux sK: po3mip U Maca pyKu, MOJIOXKEHHS PyKU i 8CbO-
20 mina, cmaH Hep8o8oI cucmeMu, 38UYOK Kopucmyseadya mowo. [ yOOCKOHaleHHs aneopummy asmeHmu-
¢pikauii kopucmyesada po3pobrieHO efleKmpoHHUU KITo4 3 sukopucmaHHsiM mexHosoeii JSON Web Tokens, sika
00380715i€ YHUKHYMU MOMUSIOK asmeHmucdbikayii, 36inswumu npodykmusHicmb ma macumabosaHicmb 0o0a-
mkKy. TecmysaHHs1 po3pobrieHo20 rnpoepamHoz20 podykmy 6yde 8UKOHAHO Ha OCHOS8I unit-mecmie ma 0o0csii-
OxeHHs rokasHukie FAR ma FRR.

KnroyoBi cnoBa: iHopmauiiHa cuctema, ABodakTopHa aBTeHTUIKaUIA, eNeKTPOHHMI KIoY, eHTPOonis
PYXiB MULLKW.

Beryn

[upoke pO3MOBCIOMKEHHS CIEKTPOHHUX pecypciB B cydacHuX iHdopmamiiiHux cucrtemax (IC) cru-
MYJIIO€ THTEHCUBHHN PO3BHTOK METOAIB Ta 3ac00iB 3a0e3MeUeHHs IXHBOI 3aXUIleHocTi. OTHUM 3 OCHOB-
HUX 1 HeBII' €MHUX €JIEMECHTIB CUCTEMHU OE3IEKH € TpolleIypa aBTeHTH (KA KOpUCTyBada, sSKa IMOJsTae
y TIepeBipIli BIAMOBIAHOCTI Tpe]’ sIBICHOTO ieHTH(iIKaTopa 00’ €KTa KOMIT FOTEPHOI CHCTEMH MO0 Ha-
JISKHOCTI HOTo 1IbOMY 00’ €KTY; BCTAHOBJICHHS 200 MiATBEpAKEHHS aBTEHTHYHOCTI [ 1].

Ha croromni criocTepiraeTbcs akTHBHE BUKOPHCTAHHS CHCTEM aBTEHTHGIKAI] y pi3HUX cepBicax Ta
noprajiax. Halimommpeniioro € qeodakropHa aBTECHTU(IKAIS, KA € TEXHOJIOIIEI0, 10 3a0e3Meuye i1eH-
TU]IKALiI0 KOPUCTYBaUiB 3a JOMOMOror0 KOMOIHALT ABOX Pi3HUX KOMIIOHEHTIB, 30KpeMa TaKuX SK: EIeKT-
POHHI KJIr04i, 610METPHYHI XapaKTEePHUCTHKH, TApOJIi, KOJH A0CTYIY, MarHiTHi KapTu Ta iH.

Oco0nuBHii iHTEpEC BUKIMKAE OiOMETpUYHA aBTEHTU(IKALIs, sIKa TOAUISETHCS HA CTATUUHY Ta JUHA-
Mi4HY/TIOBEJIIHKOBY, 1 € TIPOTPECUBHUM METOJIOM 3aXMCTy OOJIKOBHX 3allMCiB KOPUCTYBauiB Ta ITiJITBEp-
JOKEHHST TXHbOT aBTEHTHUYHOCTI. Y pasi Baanoi koMOiHallii OioMerpii 3 iHmMMH (HaKTOpamMH, CUCTEMa
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3/aTHA 3aXMCTUTH 1H(QOpPMaLilo K BiJ BHYTPILIHIX 3arpo3, Tak i BiJ 30BHIIIHIX BTOPTHEHb, OCKIJIBKU
BHKOPHUCTAHHS KiTbKOX HE3aJICKHUX (DAKTOPIB 3HAYHO 3MEHIIYE WMOBIPHICTD, IO BOHHM OYIyTh BHUKO-
pHCTaHI OJJHOYACHO.

JIBodhakTopHa aBTeHTU(DIKAITIS € TOTATKOBUM Oap'epoM 3aXHCTy JOCTYITHOCTI, ITUTICHOCTI Ta KOHpie-
HI[IHHOCTI TaHUX, IO IUPKYIOITH B IC.

AHaJi3 mpo6JjieMH Ta MOCTaHOBKA 3a1ayi

JocnipkeHHs TUTaHb MO0 YIOCKOHAIEHHS. METOIIB aBTeHTU(IKAIi] MpoBeaeHo y 6e31iyi HayKOBHX
npaub. Tak, y [2] 3anpornoHoBaHO Mojenb aBTeHTU(iKamii kopucTyBauiB IC, sika IpyHTYETbCS Ha BUKO-
pHUCTaHHI MOBEAIHKOBOI 0iOMETpii Ta MaTEMaTUYHOTO anapary Teopii HEWiTKOi JIOTikh. ABTOpU poOOTH
[3] 3miticHIM aHaMi3 HasBHUX METOMAIB aBTeHTH(IKAIlIi Ta 3a3HAYNIN TIepeBaru MeTOAy 3 BUKOPUCTaH-
HsaM TecTy Jlromepa. Y HaykoBiit mpami [4] mpeacTaBieHO yIOCKOHAIGHUH METO aBTeHTH(iKaIii KO-
puctyBadiB IC 3a iXHIM PYKONHCHHM ITOY€PKOM, SIKMW 3a paxyHOK aBTOMAaTH3allii Ipolecy BigOopy
KOHTPOJILHUX TOUYOK Y 3pa3Kax Ta BUKOPHUCTaHHs WMOBIpHICHOI HEHPOHHOI Mepexi, 301IblIye iMOBip-
HICTh MPaBWJIBHOTO po3mizHaBaHHs kopuctyBadiB IC. [Ilogo Giomerpuunoi aBTeHTH]IKALIT, TO Y POOOTI
[5] npoananizoBaHo HasBHI METOAM 3aXHUCTy 010METPUYHOTO MIA0JIOHY, PO3IISHYTO Pi3HOMAHITHI aTaku
Ha CHCTeMH 010METPUYIHOTO PO3Mi3HABAHHSA, a B [6] pO3TIAOarOThCs Cy9acHI MAXOIN A0 PO3POOKH CXEMHU
3aXUCTY A5l O10METPUIHHX MIAOIIOHIB.

Ha ocHoBi anami3y goaatkiB nBodaktopHoi aBTeHTHdiKamii [7]—[11] BusBiIeHO Taki HEMTOTIKH SIK BU-
KOPUCTaHHS OJTHOTO HAa0Opy TeHepalii Ui BCiX MiAKIIOYEeHb, MOXKIIMBICTh KOHTPOIIO Ta JIOCTYIY 10 iH-
(hopmartii dipmoro po3poOHUKOM. TOMy aKTyalnbHOIO € Po3po0Ka MPOrpaMHOTO JOJATKy 3 MOAU(DiKoBa-
HUMH 3acobamu peanizailii aBoakTopHOi aBTeHTH(diKallii. [[is BUpILICHHS 11bOTO 3aBIAHHS JOLIIHHO
BUKOPHCTATH OiOMETPHYHY MOBEAIHKOBY CHCTEMY Ha OCHOBI aHaNi3y €HTPOIIii MHUIIKH SIK OAHOTO 3 (hak-
TOpIB MiABHUINEHHS JOCTOBIpHOCTI aBTeHTH(iKaIii KopucTyBada. Sk iHmmil hakrop aBTeHTH(IKAII] Bap-
TO BHOpATH €IIEKTPOHHUH KIIFOY, CYyTh POOOTH SKOTO 0a3zyeThcs Ha e(heKTHBHOMY, THyYKOMY Ta Oe3red-
HOMY BUKOPHUCTaHHI MPOrPaMHUX TOKEHIB.

TakuMm 4MHOM, Memoro pobomu € po3poOKa BJOCKOHAJIIEHOTO METOY IS ITiJIBUIICHHS IOCTOBIPHOCTI
aBTeHTU(}IKaIil KOpUCTyBaya Ha OCHOBI 3aXHMIIEHOI'O €JIEKTPOHHOTO KII0Ya Ta aHali3y EHTPOIIii pyXiB
MHUIIKH.

YaockoHajleHHs aJrOpuTMY aBTeHTH(iKkanii KopucTyBaya

Y I0CKOHAJICHHST aTOPUTMY aBTeHTH(DIKAIl] KOPUCTYBada y 3aXHIIEHOMY JOAATKY TOJSTAE y peai-
3amii 1BodakTOpHOI aBTeHTH(]IKAIIT Ta 3aCTOCYBaHHI 3aXHIEHOTO EIEKTPOHHOTO KIII0Ya 3 BUKOPHUCTaH-
HsM anroputMmy AES Ta aHamizy eHTpormii pyxiB MUIIKH, IO € 1HIWBITyaTbHOIO XapaKTePUCTUKOIO IS
KO’KHOT'O KOpUCTyBaya.

[MpomoHy€eThCs TaKU aNTOPUTM aBTCHTU(IKAIT KOPUCTYBaya y 3aXUIIEHOMY AOAATKY.

Kpox 1. 3ammyck BUKOHYBaHOTO (aliiry JOAATKY.

Kpox 2. 3niiicHenHs npouecy aBreHTH(iKaLil KOPUCTyBaya.

Kpox 2.1. SIkiio kopucTyBay Bxke Mae O0TIKOBHIA 3aIUC y CHCTEMI — Tepexif] 10 KPOKy 6.
Kpox 2.2. SIkmo xoprcTyBadeBi HEOOXiTHO OTPUMATH AOCTYII JI0 CUCTEMH — TIepeXif 0 KPOKy 3.
Kpox 3. Peectpariist kopuctyBaua.
Kpox 3.1. 3anoBHEHHS KOpUCTYBadeM MEPCOHATIBHUX JaHHX.
Kpox 3.2. 3niiicHeHHs rpoliecy aHali3y pyXiB MHUIIKH.
Kpox 3.3. IlinTBepaKeHHs IpoLecy peecTpartii.

Kpox 4. Tlepesipka (popMm 3aroBHEHIX KOPHCTYBAYEM.

Kpox 4.1. Slxmo yci gani BBeAeH! NpaBUIBHO Ta c(OPMOBAHO 3pa30K PYXiB MHUILIKH, TO 3aIUT Ha
pEECTpaIlito HMiATBEPIKYETHCS.

Kpox 4.2. Slxkmo ¢opma peectpawii 3aroBHEHa HENPABHILHO, KOPUCTYBadeBi BHBOIUTBHCS Ha €KpaH
BIZIMOBITHE CITOBIIIIEHHS, a JopMa peecTpallii HoTpeOye MOBTOPHOIO 3aIIOBHEHHSI.

Kpox 5. TlinTBepkeHHs peecTpalii KopucTyBaya 3 00Ky agMiHiCTpaTopa.
Kpox 5.1. AnmiHicTpaTop niepeBipsie HOBOTO KOPHCTyBava 3a Horo 00JIIKOBUMH JJAHHM.
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Kpox 5.2. Slxmo takoMy KOpHCTyBady HEOOXiTHO HAJaTH JOCTYII 0 CUCTEMH — CTaBHUTh BiIIOBIIHY
BIZIMITKY UTSI PO3MEKYBAHHS TIOCTYITY.

Kpox 5.3. AnminictpaTtop GopMye elneKTpOHHHI KITFOY, 1110 HAJICHIAEThCS KOPUCTYBady.

Kpox 5.4. 306epexeHHST BHECEHHX 3MiH.

Kpox 6. 3niiicHenHs npouecy apTeHTH( KAl KOPUCTyBaya.

Kpox 6.1. 3anoBHEHHS1 KOPUCTYBa4YeM MOJIS JIsl BBEJICHHSI JIOTTHY.

Kpox 6.2. 3aBaHTa)XeHHS €JIEKTPOHHOTO KITIOYA.

Kpox 6.3. 3niiicHeHHs Ipoliecy aHali3y PyXiB MUIIIKH.

Kpox 6.4. TlinTBepaKeHHsI Ipoliecy aBTeHTU]IKaIIii.

Kpox 7. IlepeBipka HaJTaHHS! KOPHUCTYBa4eBi TOCTYITY IO CHCTEMH.

Kpox 7.1. Sxiio noriH Ta KIr0Y KOpUCTyBada KOPEKTHI, 3pa30K EHTPOIIi pyXiB MUIIKU BiJIIOBIAAE 3ape-
€CTPOBAaHOMY — KOPHUCTYBau OTPUMYE JOCTYII.

Kpox 7.2. Sxmo onuH i3 GakTopiB HE BIIMOBIJAE BUMOraM — KOPUCTYBauy BHBOJUTHCS Ha €KpaH
CHOBIIIEHHS PO HEBAAITy cpoOy aBTeHTH]IKAIii. Y BUMAAKY, AKIIO KOPUCTYBad TPHUUi 3MiHCHIOBATAME
HEKOPEKTHHUH BXiJ — JIOCTYI O OOJIKOBOTO 3aIlUCy 3a0JIOKOBYETHCS, ENEKTPOHHUM Kitou Oyzae Hemiiic-
HUM. [Ij1s1 HOro MOHOBIIEHHS MOTPIOHO 3BEpHYTHCH 0 aAMiHICTpaTOpa Ta OTPUMATH HOBUH €NIEKTPOHHUHN
KJIF0Y Ha OCHOBI refresh-Tokeny.

Kpox 8. Ilicns yerninrHOT aBTeHTH(DIKAIIT KOPHCTYBadeBl HAIAETHCS TOCTYT A0 CUCTEMH.

Aaroputm GopMyBaHHS 3aXHIIEHOI0 €JIEKTPOHHOI0 KJIIOYa

[Tepmmm etarmoM aBTeHTU]IKALT KOPUCTYBaya y 3aXUIIEHOMY JOJATKy € 3aCTOCYBaHHS €JEKTPOHHOTO
KJTF04a, po3po0Ka SKOTo 3IiHCHIOEThCS 3 BUKopucTanHsM texHouorii JSON Web Tokens (JWT), mio 10380-
JISi€ YHUKHYTH TIOMIJIOK aBTEHTU(IKAIi1, 30UIBIIATH MTPOAYKTHBHICTH Ta MACIITAO0BAHICTh TOJATKY.

Crpykrypuo JWT cknamaerbes 3 Tphox yacTui: header (zaromosok), payload (kopucHe HaBaHTaKCH-
Hs1), Signature (migmuc).

[Ticns popMyBaHHSI CTPIUKK TOKEHY BiIOYBaeThes il mmdpyBaHHs 3a anroputMoM AES Ta mepemaBaHHs
KOPHCTYBAyeBi, IKUI POMIIIOB eTar peecTpartii.

VY Mexax poOoTH MexaHi3M (popMyBaHHS TOKEHY BOYJIOBYBaHHII B OCHOBHUI TIPOTPaMHHIA T0JIaTOK.

Anroput™ (GOpMyBaHHS €JIEKTPOHHOTO Kito4a 3a TexHouorieto JWT nokazano Ha puc. 1.

OnuiieMo BUKOPUCTAHHS €JICKTPOHHOIO KJTFO4a Ha OCHOBI TexHojorii JWT.

Kpox 1. 3acTocyBaHHS TaHUX KOPHCTYBaya JUlsl 3aIUTy Ha ()OPMYBaHHS TOKEHY.

Kpox 2. Tlepesipka iHopmaiiii kopucTyBaya.

Kpox 3. ®opMmyBaHHSI €IIEKTPOHHOTO KITF0Ya Ta HOT0 MM pyBaHHS.

Kpox 4. Hananu4 KI1t09a KOPUCTYBavy.

Kpox 5 36epiranHst KOpECTyBaYeM TOKEHY Ta MPUKPIIIICHHS HOro 3HAYEHHS IO KOXKHOTO 3aITHTY.

Kpox 6. Hanauns noctyny KOpHCTyBa4eBi HiCIIsl IEPEBIPKU KITFOUa CUCTEMOIO.

Kpox 7. MoxnuBicTh BiTHOBJICHHSI JOCTYITy HA OCHOBI €JICKTPOHHOrO KJt04a 3 BUKOpucTaHHsM refresh-
TOKEHY.

Ha BigminHy Bin kiacu4noi cxemu [12], 3ampornoHOBaHHi aaropuTM 103BoJisie He 30epiratu iHdop-
Malrlifo Ipo Bci BuaHi TokeHH. /st BXOAy B cMCTeMy KOpUCTYBay Iiepeae CBiil TOKEH, a I0JIaTKy MOTPiOHO
JIMILE TIEPEBIPUTH MiAIKC 1 CKOPUCTATUCS HEOOXITHUMH TOJISIMH 3 po3iny «KoprcHe HaBaHTaKEHHS.

AJITOPUTM Npouecy aHATi3y eHTpoIii pyXiB MUIIKH

g BU3HaUCHHA SHTPOII] pyXiB KOMI FOTEPHOI MUILIKY 3A1HCHUMO aHaNi3 TaKUX OKa3HHUKIB:
— TPAEKTOPIis PyXy KOMI FOTEPHOI MUIIKH;

— BIAXUJICHHS PyXy KOMIT IOTE€PHOI MHIIIKH BiJ] 3a(hiKCOBAHOI TPAEKTOPIT;

— IIBUJKICTH PyXY KOMIT IOTEPHOT MHIIKH;

— MPUCKOPEHHSI PyXy KOMI IOTEPHOI MUIIKH;

— HETHUIIOBI pyXH KOMIT FOTEPHOT MUIIIKH,

— KJIIKH KOMIT FOT€PHOT MHUIIIKH.
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ITouaTox

3anur Ha
bopmyBanHs
TOKEHY

3uuTyBaHHA
JIAHUX JITst
yactunu header

Hi Header Tax
copmoBaHU?
3anur Ha
IOBTOpHE 3uuTyBaHHA
dopmyBaHHs JaHuX s
payload
T Hi
ax Payload 1
copMoBaHU?
3anur Ha
TIOBTOpHE
3unTyBaHH dopmyBanss
JaHUX IS
signature
Hi ) Tak
Signature
chopmoBaHUii?
3anur Ha
MOBTOpHE DopmyBaHHsI
(bopmyBanHs CTPIYKH KJTFOYaA
IudpyBanns
KITFo4ua
Tax Hi
1IudpyBanss
ycmimme?
IlepenaBanus 3amuT Ha
AaHUX MOBTOpHE
KOpPHUCTYBadeBi mn(pyBanHs
Kineup

Puc. 1. Anroput™ opMyBaHHS €IEKTPOHHOTO KIII0OYa

o6 nocmiauTH TPAEKTOPII0 PyXy KOMIT IOTEPHOI MUIIKH 3aCTOCYEMO METOJ BiACTIIKOBYBaHHS KpH-
BUX Ta PO3OUTTS IX HA OKPEMi BEKTOPH.

ANTOPUTM JOCTIKEHHS IBOTO MTOKA3HUKA CKIATAETHCS 3 11’ ITH KPOKIB.

Kpox 1. CpomieHHs TpaeKTopii, 3a sIKOK0 pyxajlach MUIIKa Ta po30UTTS ii Ha OKpeMi BEKTOpH Ha oOc-
HoBi anroputmy [yrnaca—Ilekepa [13].

Kpok 2. O0uucieHHs T0BKUHNA BEKTOPIB

b d(RP()) |wlcosd w-v; w-y
d(RR) V1 i vy
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ne Py, P, npoekuis Bextopa Py,P na Bigpisok Py, P, v, = (P - R), w= (P - R).

Kpox 3. [lepeTBOpeHHS BEKTOPIB B KOCHHYC KyTa HaXHJIy BiTHOCHO OCi x Ta )
<L = (cosa, cosB).

Lle mepeTBOpeHHS TO3BOJIUTH OTPHUMATH Hadip JaHuX B AiamasoHi [—1; 1].
Kpox 4. Po3nizHaBaHHS 00pa3y 3a HOMOMOTOI0 0araTomapoBoro mepcenTpoHa

G, 1% +|..|+ Im
L an
n m '

JIe M — KUIbKICTh mapamMeTpiB o0pa3y, § — mapameTpu oOpobioBaHOro 00pa3y, a — mapaMeTpH eTa-

JIOHHUX 00pas3iB.

Bapro 3a3HaunTH, 1110 B it ormepartii KUTBKICTh BXOJIIB B 0araTomnrapoBuil IEPCENTPOH TOPIBHIOE KiJlb-
KOCTi 00pa3iB y mporpami.

Kpox 5. BukoHanHs 11ili, acOLiHOBaHUX 3 PO3Mi3HAHUM 00pa3oM.

SIkicTh po3mi3HaBaHHS 3a UM AJTOPUTMOM 3aJICKUTh BiJI CTYIICHS BiIMIHHOCTI BHKOPHCTOBYBaHHUX
3pa3KiB, TOOTO YMM MEHIIIA KiJIbKICTb CXOKMX 3pa3KiB y Mporpami, THM BUIIA SKICTb PO3Mi3HABAHHS.

st AocmiKeHHS BIAXWICHHS PyXy KOMII FOTEPHOI MHUILKH BiJ 3a)iKCOBaHOI TPAEKTOPIi 3aCTOCYEMO

GbopMmyny uIs po3paxyHKy eBKIiZOBOI Bimcrani: length (( X, Y1) (X, Yo )) = \/ (X —Xo )2 +(y1—by, )2 ,
Je X, Ta y;— KOOpJAMHATH Kypcopa, sIKi MOTPIOHO BpaxyBaTH Ul JIOCHIIPKEHHS FOPU3OHTAJIBbHUX Ta
BEPTHKAJIBHUX BIIXWICHb; X, Ta Y, — KOOPIHHATH TOYKH.

IMponopiiina OIU3BKICTH 00YKMCITIOETHCS 3a popMyltoro  proximity = 1— length / max (length).

OTpumaHi MOKa3HUKHM HATAIOTh MOXIIMBICTE BIACTEKYBATH BiJICTAHb MUIIIKY BiJl €TAJJOHHOI TOYKH JI0
OTPUMAHOI B KOXXHOMY KOPEKTHOMY BHITAJIKY.

BigHOoCHa pi3HUI MiX JOBXKUHOI TPAEKTOPIi, MPOHACHOT KypCOPOM KOMII FOTEPHOI MHUIIKH Ta JOB-
JKUHOIO JIiHi1, 1110 TIOEJHYE MMOYATKOBY Ta KIHIIEBY TOYKH MEPEMIIICHHS KypcoOpa MUIIKH, TIO3HAYAETHCS
0D Ta po3paxoByeTbes 3a (HOpMyITOI0

— I:)_Dmin_
D

oD
min

IToka3HUKH TOPU30HTAIBHOI, BEPTUKAIBGHOI Ta 3arajibHOI IIBUAKOCTI TIEPEMIIIEHHS Kypcopa o0uwc-

JIOIOTHCS 3a (hopMyTIaMu
3X; oY; b2 vz o
Vy =iy, =22y o +W, i=2...n,
X s, Y, 5t [ X T

ae Stl = tl _tifl; tl = 0, VXl = 0, VYl = 0, Vl = 0
TToka3uuku MMPUCKOPCHHS, pUBKaA Ta KyTOBOI IHBI/IZ[KOCTi BU3HAYAKOTHCA 3a TAKUMHU (bOpMyJIaMI/IZ
8Vi L. 6ai . 8®| .
a=—; ji=— o =—>", i-2..n,
ot ot 5t
ae a1=0; j1=0; (Dl:O.
ILHH 3HaXO’KCHHA 3araJibHOT0 NPpUCKOPCHHSA HepeMiU_leHHH KypcCoOpa BUKOPUCTOBYETHCA (bopMyna

a(t) n ay (t)

a,()) |, (a0
a®) ) a0

I[O TOTO XK, IJI IPEACTABJICHHA JaHUX 1'[0Tpi6HO 3HANTH }_'[O,I[aTKOBi napamMeTpu

n
r= Zwléxi2 +8yi2,
i=1

a(t)=
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Jie I' — MOBXXWHA TPAEKTOPII;

L=yt = %)+ (va - )%,

ne L— mosxkuHa Bifipizka MiXk TBOMA KiHIICBUMHU TOYKAMH TPAEKTOPII;

Jie S — TPAMOITIHIHHICTh TPAEKTOPII;

T =tn _tl’

ne T — yac BUKOHAHHS Jii.
Jani ommieMo TpoItec OIiHIOBAHHS HETUIIOBHX PYXiB KOMII IOTEPHOI MHIITKH JIJIs1 BU3HAYCHHS CKJIa/I-
HOCTI TpaekTopii. ¥ BUNAAKYy HASBHOCTI yCIX HEOOXIMTHUX AJIS OOUMCIICHHA MapaMeTpiB x Ta ) 3a MeB-

HUI 9ac, MOXKHA pO3paxyBaTH 3pYyLICHHS MK KOKHIUM KPOKOM 32 HOPMaJli30BaHHMI 4ac BiAMOBIIHO
AX = Xtimestep+1 ~ Xtimestep
Ay = ytimestep+1 - ytimestep-
HactynHuM KpoKoM € 0OUHCIEHHS KUIBKOCTI OJHAKOBUX BIKOH X-3pyILIEHHs po3MipoM M, ta M,
Ta CePENHBOI KITBKOCTI CXOKHUX BIKOH.
Enrpomnito MoxxHa po3paxyBaTu 3a Gpopmynoro AS = In [M m] - In[M m +1].
3acTocyeMO 30HATBHUHN KITIK-TECT IJIs AOCTIPKEHHSI KIIIKIB KOMIT FOTEPHOT MHUIIIKH KOPUCTYBadEeM.
ANTOPUTM AOCTiIKEHHS KITIK-TecTy OyZe MaTH TaKUi BUTIISI.
Kpox 1. 3pilicHeHHS! KOPUCTYBa4YeM KITiKiB MUIIKOIO Y TIEBHUX 30HAX.
Kpox 2. dikcyBaHHS TapaMeTpiB KIIKIB y BUTIISAII KApTH KOOPIAMHAT.
Kpox 3. ®opmyBaHHs 3BiTY XapaKTepy KIIKiB I KOKHOT'O KOPHCTYyBaya.
Kpox 4. 3icraBneHHs eTaIOHHUX 3HA4Y€Hb 3 OTPUMAHUMHM MiJ 9ac KOKHOTO BHIMAAKY aBTeHTH(]ikamii

KOpHCTYBaya.
Kpox 5. BuznaueHHs eHTpOil.

TecTyBaHHsI Ta aHAJI3 pe3yJIbTaTiB pO3po0KH

[Ticna po3poOku ycix HEOOXiAHUX aIrOPUTMIB, 3AIHICHEHO MPOrpaMHy peatizalilo JOAAaTKy y cepeno-
Buii Visual Studio va moBi C#.
PeanizyeMo TecTyBaHHS CTBOPEHOIO JIOJATKY 3a JTOMOMOTroto Unit-rectiB Ta mokasHukis FAR ta FRR.
3actocyemo unit-trectu [14] 1u1s mepeBipky TaKUX CLEHAPIiB:
— IpaBUIIbHE BBEJICHHS JIOTIHY 1 HENIPAaBUIBHUH KITIOY;
— IpaBUIIbHE BBEJICHHSA JIOTIHY 1 HEKOPEKTHA EHTPOIIis;
— HEKOPEKTHUH JIOTiH, KJII0Y Ta IpaBUJIbHA EHTPOIIis;
— HEKOPEKTHUH JIOTiH, SHTPOMisl PyXiB Ta MPaBUIbHUN KIIIOY;
— KOpPEKTHE BBEJICHHS MapoJIsl, K04, PyXiB MHUIIKH.
st 3a0e3medyeHHs] HaJiifHOCTI aHalli3y Ha OCHOBI PYXiB MHIIKH, MIPOTECTYEMO JECATHOX YYACHHUKIB,
MeTa SIKUX — IMOBTOPHUTH 33/1aHi PyX{ MHUILIKOIO €TaJIOHHOTO KOPUCTYyBaya.
JlocimKyBaTUMEThCS IIICTh MOKA3HMKIB, 32 SIKUMH 3IIHCHIOETHCS aHAI3:

TPAEKTOPIS PyXy KOMIT FOTEPHOI MUIIIKH,

BiIXWJICHHS PyXY KOMIT FOTEPHOI MHUILIKH BijI 3a(hiKCOBaHOT TPAEKTOPIT;
MIBHIKICTh PYXy KOMII FOTEPHOI MUIIIKY,

MPUCKOPEHHS PyXy KOMIT IOTEPHOI MHILIKH;

HETHITIOB1 PYXU KOMIT FOTEPHOT MUIIIKH;

KITIIKM KOMIT'FOTEPHOI MUILIKH.

Ha puc. 2 nokazano giarpamy, sika BimoOpakae BiIMIHHICTh €TaJOHHOTO 3pa3Ka KOpPHCTyBada Bijg TO-
Ka3HUKIB, OTPUMAHUX y PEe3yNbTaTi TECTYBaHHS JECATHOX YYaCHHUKIB.

AHam3yrouu 110 aiarpamy, 6aduMo, 10 Xo4da i CTPYKTypa IMOKa3HHKIB CXO0Xa, IMPOTe KiIBbKICHI MaHi
CYTTEBO BIJPI3HSAIOTHCA, a/KE TOBEIHKOBAa OiOMETpHYHA XapaKTEPHCTHKAa HA OCHOBI PYXiB MHIIKHA €
IHMBITyaJIBHOIO JIJISl KOYKHOT'O KOPHUCTYBaya.
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Puc. 2. JTocmimKeHHs: 3MiHN TOKA3HKUKIB

JLy1st OIIiHIOBaHHS 3aITPOIIOHOBAHOTO METOAY aHAJI3y PYXiB MHUIIIKH 3aCTOCYEMO TTOKa3HUKH O10METpHY-
HOI imeHTudikamnii [15]

Far - NFA
NIVA

ne FAR — iiMoBipHicTh moMunkoBoro aoctymy, NFA-— KinbkicTe (akTiB MOMHIKOBOTO IOCTYIY,
NIVA — 3aranpHa KiTbKICTh 3BEPHEHD /IO CHCTEMH.
NFF

FRR=—
NIVA

ne FRR — iiMoBipHICTE MOMMIIKOBOT BiMOBH B octyni, NFF — xinbkicTh (hakTiB BiIMOBU B JOCTYIII,
NIVA— 3araibHa KiJbKiCTh 3BEPHEHB JI0 CHCTEMU.
IIpoananizyemMo poOOTY YIOCKOHAIICHOTO METOIY aBTCHTH(IKAII] Y TOPIBHAHHI 3 iHIITUMHU METOJIaMHU.
VY tabmuui 1 HaBeneno nokasuuku FAR 1 FRR aBTenTudikamii s 1’ sITi KOpUCTYBayviB, sKi 34iHCHIO-
BaJIM CIIPOOY BXOY 1O JECATh Pa3iB 32 KOXKHUM METO/IOM.

Tabmuns 1
IopiBHsHHS Po3po6KH 3 icHyounMu MeToaamu (nokasuuku FAR i FRR, %)

Meron FAR FRR FAR FRR FAR FRR FAR FRR FAR FRR
TicTorpamuuii MeTox 33 39 38 33 34 32 31 39 33 37
Meroz 52 ochOE! 34 45 35 37 32 41 39 45 32 38
KJIaBiaTypHOTO MOYEPKY
3anporoHOBaHUI METOJ 21 27 26 28 22 24 23 25 22 24

Jlaxi mpoBemneMo TOCIIHKEHHS IS TIOPIBHSHHS 3alPOIIOHOBAHOTO METOMY Ta METOIy Ha OCHOBI HEM-
POHHOI MEPEXKi 3a yJacTi JeCATHOX YUaCHHUKIB, SKi 3MIHCHIOBAIH CIIPOOY BXOY IO JECATH pasiB 3a KOXK-
HUM METOZIOM. Pe3ynbTaTs MpOBECHOTO JTOCIIKCHHS IT0Ka3aHi Ha puc. 3 Ta 4.

[
in [

0.5

4]
1 2 3 4 5 G 7 3 9 10

—Hefiponr Mepesd =P 03p odMeHHIT AT OPHTM

Puc. 3. Tloka3HHKM HMOBIPHOCTI HOMUIIKOBOTO IOCTYILY
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Puc. 4. [loxa3Huky HMOBIPHOCTI HOMUIIKOBOI BIIMOBH Y HOCTYTI

OTpumaHi pe3ynbTaTH TECTyBaHHS SKOCTI O10METPUYHMX MMOKA3HUKIB, CTIMKOCTI TOKEHAa Ta TECTOBE
IPaKTUYHE 3aCTOCYBAaHHs pO3pOOJIEHOro OJATKy Ha OCHOBI 3alpOIIOHOBAHOIO METOIY CBITYUTH IIPO TE,
110 PO3pO0JICHUH alrOpUT™M O10METPUYHOT aBTeHTHU(IKALIIT TOKa3aB Kpalili pe3y/IbTaTH.

OxpiM 1bOTO, BU3HAYMMO OLIHKY MiJBHIIEHHS AOCTOBIPHOCTI ayTeHTH(IKaLil HUIIXOM HOPiBHSIHHSI
OTPUMAaHMX Yy XOJi TECTYBaHHS MOKa3HHUKIB. 3a pe3ylbTaTaMH MEPIIOro AOCHiAY AOCTOBIPHOCTI MOKAa3HU-
KIB METOAY pPO3Mi3HaBaHHS 3a KIABIaTypHHUM I0YEPKOM, TIiCTOrPAMHHMM METOIOM Ta PO3POOJIIOBAHUM
METO/IOM, SIKICTh OTPUMAaHUX MOKa3HHUKIB MiABHUILIEHA y cepeaHboMy Ha 12 % (auB. Tabmn. 1). 3a pe3ynbra-
TaMH JPYyroro AOCIHiAY MOKAa3HUKH WMOBIPHOCTI MMOMMJIKOBOTO JOCTYIY Ta MOKa3HUKH HWMOBIPHOCTI MO-
MUIIKOBOI BIJIMOBH Y JIOCTYIIi Ha OCHOBI aHaJli3y €HTpPOMii PyXiB MHIIKH HWXYi HIXK Y MPOTECTOBAHOI
HEeMpOHHOI Mepexi (IuB. puc. 3, puc. 4). BincoTok MOMUIKOBOTO JOCTYITY JJIsl HEHPOHHOT MEpexi cTaHo-
BUTH 35 %, a Ju1st 3anponoHOBaHOTO MeToay — 26 %. BigcoTok MOMHUIIKOBOT BiIMOBH Y JOCTYIII JJIsl HEH-
POHHOT Mepexi cTaHOBUTH 33 %, JUIs 3aIPOIIOHOBAHOTO MeToay — 26 %.

Pe3ynbraTy migBUICHHS MTOCTOBIPHOCTI aBTeHTH(]IKaIli HA OCHOBI TOKEHY € SKICHOIO XapaKTEPHUCTH-
KOIO 3aIpOIIOHOBAHOTO yIOCKOHAJICHHS. 30KpeMa, AJIsl JOCHTiHKEHHSI OTPUMaHUX PE3yNIbTaTiB Mo poOoTi 3
TOKEHOM, 3aCTOCOBaHO TuaTdopmy Postman [16], mo q03Bomsie 3MiHCHUTH TeCTyBaHHS po3poOku. [Ipo-
BEJICHO TaKi MIEPEBIPKU:

1) Haacunanus 3anuty 6e3 JWT a1 nepeBipKu TOro, 1o JaHi 3MOXKYTh IIOBEPHYTHUCS;

2) penaryBaHHs/BuIaneHHs onHoro cuMBony 3 JWT, ans mepeBipku TOTo, 110 aHi HE TOBEPHYTHCS
i1 Yac BUKOPUCTAHHS TAKOT'O TOKEHA BCEPE/INHI 3aIuTYy;

3) nexonyBanHs kopektHoro JWT Bcepenuni Hanaro/pKyBaya, peAaryBaHHs JIaHUX B HbOMY 3 METOIO
TECTYBaHHS TOTO, Y1 3MOKE BiH ()YHKLIOHYBAaTH B 3aIlUTi;

4) nmepeBipka, Konu 3akiHuyeTbest TepMiH Aii JWT, i cnpoOa HagiciaTu 3amuT i3 BiANOBITHUM TOKe-
HOM, 00 MPOTECTYBAaTH, IO HAiCTaHi JaHi He OyIyTh IOBEPHYTI;

5) posropranns HoBoro JWT, Tepmin il sSIKOTO MOYHETHCS B MaHOYTHBOMY, 1 TECTYBaHHS TOTO, IO
JaHi He OyIyTb MOBEPHYTI;

6) nexonyBanust JWT i mepeBipka TOTo, 9d B HOTO CTPYKTYpi He 30epiraroTbcs MepcoHaNbHI JaHi
KOPHCTyBaua.

VYci HaBeneHI TeCTU AJIS peali3oBaHOTO TOKEHY NpoieHi ycmimHo. [IopiBHIHO 3 KIaCHYHOIO CXeMOI0
[12], po3pobiieHnli aITOPUTM TOKEHY MaB Kpallli MOKa3HUKH 3aXHIICHOCTI y pa3i 3A1iCHEHHS JJeKOTyBaH-
Hs. Takuil pe3ynbraT 3yMOBJICHHH THUM, IO Y 3alPONOHOBAHOMY aITOPUTMI TOKEHY HE Tepe0adeHo
30epiraHHs JaHUX MPO TOMIEPEIHI BepCii TOKEHY, a BIAMOBITHO Y pa3i HOro 31aMy 3TI0BMHCHHUK OTPHMAE
MEHIIIe CYTTEBUX JAaHUX i3 MEPCOHANBHOIO iIH()OPMAITIEO PO KOPHUCTYBada, 0 BIIMHE HAa €(PEeKTHUBHICTH
Ta PE3yJIbTATUBHICTh TAKOTO 3JIaMy, HEMOXJIHMBICTh BIJIHOBUTH JlaHI TOKCHY Ta BIAMOBIIHO OTpUMATH
JOCTYIH JI0 CUCTEMH Ha OCHOBi O0JIIKOBOT'O 3aIMCy BIACHUKA LIbOTO TOKEHY.

[le onHUM pe3yIbTaTOM 3aIPONOHOBAHOIO METOIY € 3MEHIICHHS YaCOBUX BUTpAT MiA yac Horo pe-
amizanmii. Ake 3a 3alIPOTIOHOBAHUM METOJOM JBO(AKTOPHOI aBTeHTH(]IKAI1 3aBSKH BUKOPHCTAHHIO
€JICKTPOHHOTO KJII0Ya HE BUHUKAE HEOOXITHOCTI OYiKyBaTH MiATBEPKEHHS aBTEHTU(IKAIT B aami-
HiCTpaTopa CUCTEMH, a aHai3 eHTPOIii PyXiB MUII He MOTpedy€e AOBrOTPHUBAIOTO HABYAHHS HEUPOH-
HOT MEpexi.
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TakvM YMHOM, 3aIPOIIOHOBAHUI METO ABOPAKTOPHOI aBTeHTH(DIKAIT KOPHCTYBayiB BUPIIIYE MOCTABICHE
3aBIaHHsA POOOTH, a caMe IMiBHINEHHS JOCTOBIPHOCTI PO3IMi3HABAHHSA KOPHCTYBAadiB CHCTEMHU. BpaxoByrouu
KUTBKICHI Ta SIKiCHI JIaHI HaBEIECHHWX TOKa3HWKIB BBaKATUMEMO, 1[0 JIOCTOBIPHICTh aBTEHTH(IKAI 3a 1M
METOZIOM MiABUILICHAa OpieHTOBHO Ha 11 %.

BucnoBku

Y poOOTi MiJBUILIEHO AOCTOBIPHICTH aBTEHTHU(]IKaLli KOpPHCTYBaya Ha OCHOBI 3aXHIIEHOTO €JIEKTPOHHOTO
KJIFOYa Ta TIOBEIIHKOBOI Oi0MeTpii.

JI1st JOCATHEHHS. METU YIOCKOHAJICHO aJITOPUTM aBTEHTH(]IKAIll KOPUCTYyBaYa y 3aXHICHOMY J0/aT-
Ky. s mporo pearnizoBaHO 1BOGAKTOPHY aBTEHTH(IKaIiI0 HA OCHOBI aHAI3y €HTPOMii PyXiB MHIIKH,
AKa € 1HAMBITyalTbHOIO XapaKTEPUCTHUKOIO IS KOKHOTO KopucTtyBada. OKpiM TOT0, 3aCTOCOBAHO €JIEKT-
POHHUH KITIOY, SIKWH MICTHTP JaHI KOPHCTyBada Ta Ma€ BiANOBIIHUHN 3aXMCT KPUNTOrpa(iuHUM anroput-
MoM AES, 1110 3yMOBIIIOE HOTO CTIHKICTB 10 371aMy.

3acTocyBaHHS IPOTPAMHOTO €JICKTPOHHOTO KJIF0Ya 3yMOBJICHO TAKMMH HOTO TIepeBaraMu: 3MCHIIICHHS
BHUTpAT, MiJIBUIICHHS 3PYYHOCTI KOPHUCTYBAaHHS, 3HIDKEHHS WMOBIPHOCTI BTPaTH M KPaaiKKU Ta 3MCH-
[IeHHS PU3UKY aTakK depe3 MocepeTHuKa.

AHaii3 eHTporii pyXiB MUIIKH JO3BOJIMB 3TIHCHATH aBTEHTH(IKAII0 KOPUCTYBa4a Ha OCHOBI OioMeT-
PUYHUX MTOBETIHKOBUX XapaKTEPUCTHK, SKi € YHIBepCATbHUMHU, YHIKATHPHAMH I MOCTIHHUMHU.

[IpoBenenuit ananiz mporpamMHoi po3poOKH MOKa3ap, MO0 JMOAATOK MPAIIOE KOPEKTHO, UNit-TeCTH
3a0€3MeYy0Th MO3UTHBHUHN PE3ynbTaT, 10 MiATBEPIKYE BIJICYTHICTh OMHJIOK Yy HAaIUCAHOMY KOJ.
Pesynbratu TecTyBaHHs 3a mokasHukamu FAR ta FRR cBigyaTh mpo migBHIEHHS TOCTOBIPHOCTI PO3-
mi3HaBaHHS KopuctyBadiB Ha 11 %. CrilikicTh 10 31aMy €JIeKTPOHHOr0 KJIF0Ya 3yMOBIIEHa BHOPaHOIO
texHoioriero JWT.
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Increasing the Reliability of User Authentication Based on
Protected Electronic Key and Behavioral Biometrics
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The rapid spread of software applications in all spheres of human activity necessitates the need to ensure the protection
of the data contained in them. Therefore, currently, the issues related to the improvement of authentication methods to
prevent unauthorized access to software resources are relevant. To solve these problems, it is important to consider that
different types of systems have their own unigue requirements for authentication subsystems. In addition, the active devel-
opment of computer technology makes it possible to break authentication algorithms, which were considered reliable a few
years ago. In this regard, the work proposes to improve the reliability of user authentication based on a protected electronic
key using the AES algorithm and analysis of the entropy of mouse movements, which is an individual characteristic for each
person. The implementation of the electronic key is due to its advantages, such as reduced costs, increasing the conven-
ience of use, reducing the probability of loss or theft, and reducing the risk of attacks through an intermediary. Analyzing the
entropy of mouse movements will enable to perform the user authentication based on biometric behavioral characteristics
that are universal, unique and permanent. Describing the algorithm of the mouse entropy analysis process, it is worth noting
that the feature of tracking dynamic behavioral characteristics is that the user moves the mouse cursor along a complex
curve with a speed that changes during the movement. The shape of the curved line and the speed of the cursor movement
are determined by a number of physiological and psychological factors, in particular, such as: the size and weight of the
hand, the position of the hand and the whole body, the state of the nervous system, user habits, etc. To improve the user
authentication algorithm in the protected application, an electronic key using the JSON Web Tokens technology, which
allows you to avoid authentication errors, increase the performance and scalability of the application, has been developed.
Testing of the developed application will be performed on the basis of unit tests and the study of FAR and FRR indices.
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