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AHAJII3 ONIAXO/IB 10 PEAJIZALIL d)KUTTEBOI'O LIUKJTY
YIIPABJ/IITHHSA 3HAHHAMMUA B IHTEJIEKTYAJIBHUX
CUCTEMAX KIBEP3AXUCTY

! BiiiceKkoBHit iHCTHTYT TenekoMyHikamiii Ta inpopmaru3anii imeni ['epoi KpyT, KuiB;
2 1leHTpanbHUH HAYKOBO-IOCIIIHMI iHCTUTYT 36poitnux Cun Ykpainu, Kuis

LocnidxeHo 3ag0aHHsI egheKmuUBHO20 yrpaessiiHHS 3HaHHSIMU 8 iIHmerieKmyarbHUX cucmemax Kibep3axucmy 3
mMemor nidsuweHHs ix 30amHocmi eusiesiAmu, iHmeprnpemysamu ma rnornepedxamu cyvacHi Kibep3asposu.
ObrpyHmosaHo, wo O0CS2HEHHSI 8UCOKO20 pieHs1 ix adanmueHocmi ma cumyauitiHoi obizHaHoCmi MOXruge
Jiuwe 3a ymosu pearsizauji MoO8HO20 XXUMmmMmego20 YUKy YrpaeniHHSA 3HaHHAMU, KUl oxornre emanu 3006y-
8aHHs, iHmezpau,ii, opeaHisauii, 3acmocysaHHs ma OHOB/IeHHS.

3dilicHeHO nopieHsAnNbHUL aHani3 cydacHuUx nioxodie 0o peanisauii Kno4Yo8UX a3 yrnpaesiiHHA 3HaHHAMU 8
iHmenekmyasibHUX cucmemax kibep3saxucmy. Ocobsiugy ysazy npudineHO aHanidy nioxodie 00 opeaHizauji
3HaHb, Makux sIKk OHMoJso2iYHe MoOeso8aHHs, epaghu 3HaHb, NPOOYKUiUHI Npasuna, pelmu, Helipomepexesi
CMpyKmMypu ma ceMaHmuyHi mepexi. Po3arisiHymo 8i0noegioHi Mogu nodaHHsI 3HaHb, NMPomMOoKosiu 0bMiHy iHGgbo-
pMaui€ero npo 3asposu, a makox iHcmpymeHmu 0nsi 0obysaHHsi 3HaHb. OmpumaHi pe3ynbmamu ceidyams, W0
XK0O€eH 3 po3afisiHymux nidxodie He 3abesrneyvye noeHoi 8idnogidHOCMI 8U3HaYEHUM KpUumepismMm egbekmueHo20
ynpaeriHHSA 3HaHHAMU, 30KpeMa CmpyKmyposaHOCMi, akmyarnbHOCMI, iHmeprpemosgaHocmi, MacuimabogaHo-
cmi, 2Hy4YKocmi, ob4ucroeanbHoOI eghbekmusHoCmi ma npo3opocmi nNpulHAMMSs piweHb. Y 368's3Ky 3 yum 06-
rpyHmMoeaHo O0UuinbHICMb CMBOPEHHS 2ibpUOHOI apximeKkmypu yrnpaesniHHS 3HaHHAMU, sika NoeOHye nepeesaau
Pi3HUX nidxodis.

BanpornoHosaHO @yHKUiOHalbHYy Cxemy, sika iHmeepye oHmorsiozidHe si10po 3 MOOynsMU CaMOHagYaHHS,
asmomamu4HOi eeHepauii npasur, sepugikauii ma 386opomHozo 38'a3ky. [NpedcmasneHull nidxi0 3abesneyye
Hackpi3Hy 06pobKy 3HaHb 8i0 8uO0bY MKy 00 npakmMuU4YHO20 3acmocy8aHHs1 y 8uansidi 0brpyHmMosaHux pilleHb y
pearnbHoMy Yaci. Lle cmeoproe nidrpyHms 0nsi nobydosu iHmMenekmyarnbHUX cucmem Kibep3axucmy HO8020
roKoniHHs, 30amHux 00 caMo8OOCKOHaneHHs1 ma Cmiliko2o peaz2ysaHHs1 Ha 3a2po3u 8 ymogax OUHaMi4HO20
Kibepcepedosuuja.

KnroyoBi cnoBa: ynpaeniHHA 3HAHHAMMW, iHTeneKkTyanbHi cucTeMu Kibep3axucTy, LWTYYHUA iHTEMeKT, iH-
dopmaLinHO-KOMYHiKaLiHI cuctemu, kibepsarposu, KibepCTinkicTb.

Beryn

Hapasi 3aBmaHHs MPOTUCTOSHHS CKJIQIHOCTI, IO 3pOCTaE, Ta HemependaqyBaHOCTI KibepaTak Ha KO-
4oBi iHpopMaliitHo-komyHikaniiHi cucremu (IKC) noknaneHo Ha iHTEIEKTyallbHI CHCTEMH Kibep3axucTy
(ICK) — mporpamHi abo mporpamHo-amnapartHi pimenns (Security Information and Event Management
(SIEM), User and Entity Behavior Analytics (UEBA), Endpoint/Extended Detection and Response
(EDR/XDR), Network Detection and Response (NDR), Security Orchestration, Automation and Re-
sponse (SOAR)), 1o iHTErpyTh MOAYJIi 300pYy, aHami3y, KOpeNALil Ta iHTeprnperanii noaii O0e3neku B
PEXUMI peaIbHOTO Yacy 3 BUKOPUCTAHHSAM alrOpUTMIB mTy4dHoro intenekty (ILI), MmammaHOro HaB4aH-
HS, METOJIIB CUTYaIlIHHOTO MOJICTIOBAHHSI Ta YIIPABIIHHS 3HAHHSIMHU.

Kit04oBOI0 0COOIMBICTIO TAKMX CHCTEM € MOMIIMBICTD HE JIMIIE PEECTPYBaTH Ta pearyBaTu Ha Kibepi-
HIUJICHTH, a W MPOTHO3YBaTH IMOTEHIIIMHI 3arpo3u, BUSBISITH MPUXOBaHI 00 €KTHBHI 3aKOHOMIPHOCTI,
y3arajapbHIOBATH TOMIEPEAHIN JOCBiA, GopMyBaTH aJanTHBHI CIIEHAPii MPOTHIIi Ta aBTOMATHYHO OHOBIIIO-
BaTH 3aXWCHI TOJIITUKH BiJIOBIAHO /IO 3MiH CEPEOBHUINA. 3a3BUYAM, I1€ TOCATAETHCS 3aBIISIKH 1XHIH 371aT-
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HOCTI HaBYATHCS ([IOHABUATHCS) Ha PEIEBaHTHUX JaHUX IMOJO TEXHIK (CTpareriii) peanizarii Ta/abo 03-
Hak kibepatak [1].

Binrak, epextuBHicTh QyHKIioHyBaHHS ICK BU3HAaYaeThCs SIKICTIO MpOIeCy YNPAaBIiHHS 3HAHHSMH,
110 BKITIOYA€ CBOEYACHE OHOBJICHHS, TOBHOTY Ta KOPEKTHY IHTEpIIpeTallito iHhopMarii mpo kidepaarposu,
il iHTerpaIifo M0 CUCTEMH KiOep3aXWCTy, OpTaHi3alliio, YIIOpsAKYBaHHI, HEOOXITHUX IS HAaBUAHHS Ta
NPUAHSTTS. 0OTPYHTOBAHHX pillleHb B Tporieci 3ade3nedeHns kidepcriiikocti IKC [2].

[IpoTe, He3BakaIOUM HA 3HAYHY KiIBKICTh HAYKOBHX Hpallb, MO0 PO3POOKH MiIXOMAIB IO YHpPaBIiHHSI
3nanHsMH B ICK, 3aBnaHHs iX eeKTHBHOIO 3aCTOCYBaHHS B yMOBax Oe3NepepBHOI €BOIIOLIT 3arpo3 3a-
JIMIIAETHCS AKTYaIbHUM, IO MiATBEPIIKYETHCS YHUCICHHUMH KiOepiHIMCHTAMH, CIIPHYMHEHUMH HEJ10C-
TaTHBOIO aKTYaJIBHICTIO JaHUX Mpo Kibeparaku [3]—[6].

3a3HaueHEe 3yMOBIIIOE JOLUIBHICTD MOJAIBIINX HAYKOBUX IOCIIKEHb IOAO HiIBUIICHHS e(eKTHB-
HocTi 3acTocyBaHHs ICK Ha 0CHOBI pPO3pOOKH HOBHX METOIB YIIPaBIiHHS 3HAHHIMH.

AHaJti3 monmepeaHix 10ciAKeHb Ta MyoJTiKkamii

AmHaJi3 nmonepeaHix A0CikeHb Ta myomikamii [7]—[22] neMoHCTpye 3HaYHI JOCSTHEHHS B PO3po0Ii
(ymockoHaeHHi) MoJeNiell Ta METOJIB YIPaBIiHHS 3HAHHAMH JJIs TOTpeO KibepOesrnekn 3a KilbKkoMma
HampssMaMu. Tak, y HA3IN TOCHIDKEHBb PO3TIBIIAETHCS TTOTECHINAN YIIPABIIHHSA 3HAHHSAMHA IS TTOCHIICHHS
cnpomoskHocTel ICK miisixoM BUKOpUCTaHHsI OHTOJIOTIH, rpadiB 3HaHb, MOZEJICH Ha OCHOBI HpaBUI Ta
texHonorii I, mo nae 3mory ¢hopmanizoBaHO IpeACTaBIATH, IHTEIPYBAaTH Ta OHOBJIIOBATU 3HAHHS MO
Kibeparaku, Bpa3IMBOCTI Ta 3axucHi Mexamismu [7]—[11], [12], [14]. Lli migxoau mOCHTH €(hEKTHBHO
MOEHYIOTh 1H(OPMAIIIIO 3 TETePOTeHHUX HKEped, MiIBUIIYIOUN CUTYaliiiHy 00i13HaHICTh 1 MIATPUMYIOUH
JIOTiYHUH BHCHOBOK Yy CKJIQJHUX CIIeHapifx. PazoM 3 Tum, 3anumiaeTbcs HeIOCTaTHS iHTEporepadelns-
HicTh (hOpPMATIB JaHHX, a TAKOXK TTOTpeda B CTaHAAPTU3AIlii MeXaHi3MiB OHOBJICHHS 3HAHb.

Oxkpemi pobotu 3ocepemkeni Ha po3pod1ii ICK, ski moenHyOTh OHTOJIOTII 3 METOJaMU MAaITHHHOTO
HaBYaHHS, 00POOKH MPUPOJHOT MOBH, JIOTIYHOTO BUBOJY, PABUJI Ta NIEpeIaBAILHOIO HABYaHHS, IO A€
3MOTY JOCSITH BHCOKOI TOYHOCTI, IIBUIKOI'O OHOBJIEHHS 3HaHb Ta ajamnTalii 4O HOBHX KiOep3arpos
[10]—I[13], [15]. IIpoTe 3a3HaYeHi ImiIXOAN 3aTMIIAIOTHLCS OOMEKEHNMH B TIPOTH T KibepaTakaMm HyJIbO-
BOTO JIHS, MICTATH CKJIQJHOCTI IHTEpIIpeTamii MpUpOJHOI MOBH, a TaKOX JIOTIYHHUX KOHQIIKTIB y pasi
OHOBJICHHS 3HAHb.

CyTTeBHI BHECOK Y PO3BHTOK aIalTUBHOTO ympaBiiHHs 3HaHHAMH B ICK 3xiiicHIOIOTE TiOpHaHI cHC-
TEMH, SIKi TOEAHYIOTh JIOTiKO-CEMaHTUYHE MOJEITIOBAHHS, HEUITKY JIOTIKYy, TTHMOOKe HaBYaHHS Ta KOTHI-
TiBHEe MozemoBaHHs [13]—[20]. Pesynbratu mociikeHb 1EMOHCTPYIOTh BUCOKY €(DEKTUBHICTD Y BUSIB-
JICHH1 aHOMaJIii, aHaxii3i 3amundpoBanHoro Tpadiky, reHepauii mpaBuII Ta Biyaiisalii 3arpo3, 1e 0CoOIHBO
BHUIISIFOTBCS CIIAKOBI HEHPOHHI Mepei, apxiTektypa Lambda, AutoML-piments Ta metoau CTI-mining,
37aTHI IO caMOHaBuYaHHs. Pa3oM 3 UM, criocTepiratoThcss 0OMEXEHHs! y PO30POCTi pillleHb, BTparti iHdop-
Malrlii mij 9ac rnomnepeaHboi 00poOKu, a TaKoX NOTpeda B 3HAYHUX OOUUCIIOBAJIBHUX PECypCax.

[HmM#t HampsiM TOCIHTIHKEHb 30cepekeHnid Ha (OpPMYyBaHHI IHTETPOBAaHMX MOeNel yIpaBIiHHS
3HaHHAMHU Ha OCHOBI MixkHapomuux craHmaptiB (ISO/IEC 15408, ISO/IEC 18045), a Takox 3 ypaxyBaH-
HSM OpraHi3allifHuX, TEXHONOTIYHUX, JIOJACHKHX 1 mporiecHux ¢aktopis [15], [19]—[22], 30kpema Bpa-
XOBaHO pOJIb KPAayACOPCHHTY, KOTHITHBHHX Ta KYJIBTYPHUX YMHHHKIB, CUTyamiiHOI 00i3HaHOCTI, Zero
Trust-apxiTekTypu Ta Bizyaumizarii 3arpo3. [Ipore 3a1umaroThCs BIAKPUTHMH TUTAHHS SKICHOT iHTErpartii
HECTPYKTYPOBAaHMX 3HAaHb, PYYHOI BaJifalii, CTaHAapTH3aLil JaHUX 1 y3rOIKEHOCTI MOJICTICH.

TakuM 4MHOM, OCHOBHUMH HayKOBHMHU BHKJIMKaMH B ynpasiiHHi 3HaHHsIMHU a7 ICK 3ammmarotscs:
3a0e3MCUeHHs] ONEPAaTHBHOIO OHOBJICHHS 3HaHb, IIOJIOJIAHHSA CEMaHTUYHOro Oap’epa MiIX IDKEpernaMu
JaHuX Mpo Kibep3arposw, iHTepornepadenbHicTh GopMaTiB JaHWX, a TAKOXK MPO30PICTh MPUUHATTS Pi-
HIeHb B IIpOIieci BUSBICHH Ki0epaTaxk.

VY 3B’S3KY 3 UM, Memor cmammi € TIPOBEIEHHS TOPIBHAIBHOTO aHaJi3y MiIXOIB 0 peari3allil xKuT-
TEBOTO IHKIY yrpasiinHs 3HaHHsMHE B ICK Ta BU3HAuCHHS NEPCIIEKTUBHUX HAINPSMIB YCyHEHHs 3a3Ha-
YEHHUX HEJOJIKIB.

OCHOBHA YaCTHHA JOCTiIKeHHS

Ympasniaas 3HagHaMA B ICK — 1me OararoacnekTHUN MUKIIYHAA TPOIEC, SIKHH OXOIUTIOE TTOBHHM
JKUTTEBUN LIUKI poOOTH 3 iH(OpMaIli€ro mpo Kibep3arpos3u, Bpa3IuBOCTi Ta criocoOu mpotumii. Llew mpo-
1ec 3abe3neuye 34aTHICTh CUCTEMHU MPONOHYBAaTH OOIPYHTOBaHI pillIeHHS Ha OCHOBI OTPUMAaHOTO (Haly-
TOTO0) JIOCBiy, a TAKOX CIPUSE IMiBUIICHHIO ii aAaNTUBHOCTI, Y3TO/KEHOCTI, CUTYyamiifHO1 00i3HaHOCTI
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Ta eEeKTHBHOCTI B YMOBaxX AWHAMIYHUX 3MiH y KiOepmpocTopi. B cyuacHiif HayKkoBii Ta MpuKIamHiA
JiTepaTypi ONKUCaHO HU3KY 3arajbHOBU3HAHUX MOJIEJIEH )KUTTEBOTO IIMKITY YIPaBIiHHS 3HAHHAMH, Cepell
skux Wiig-Model, Meyer & Zack, Bukowitz & Williams, McElroy, Dalkir’s Integrated KM Cycle, a
takox QpeiiMmBopk APQC i cranmapt ISO 30401 [23]—[25]. [Tonpu BapiaTUBHICTH TEPMiHOJOTII Ta Je-
TaJi3aIio 3a3Ha4eHI MOJEI OMUCYIOTh MOMIOHI KUTTEBI IUKITH, SKI MOKHA y3arajJlbHATH JIO CIITBHUX
¢da3 ynpasminas 3nanHsamu B ICK: BumoOyTOK, iHTerpalisi, opranizaiis, 30epirants, 3aCTOCYBaHHS Ta
OHOBIICHHS 3HaHb, SIKi TIOKa3aHO Ha puc. 1.

OueBuaHo, edekTuBHE ynpanmiHHS 3HaHHAMU B ICK BuMa-
ra€ He JUIIE BIOCKOHAJICHHS OKPEMHUX IPOIIECiB, a i 3abe3re-
YeHHsI Y3roJKeHOI B3aeMOIi1 BCiX (a3 JKUTTEBOTO HUKIy. OcKi-
JbKH KOKHA 3 HUX BUKOHY€E KPUTHYHO BaXIIMBY (PYHKILIIO OO
3a0e3IMeYeHHAS 31aTHOCTI CHCTEMH CBOEYACHO pearyBaTH Ha HOBI
3arposu, aJanTyBaTUCS J0 3MiH Y CEpPEJOBHIII Ta MiATPUMYBATH
CUTyaliiHy OO0i3HAHICTh, IIOUIIBHUM € HE 3arajlbHUW OTJIS
ITIXOMIB 70 YIPABIiHHSA 3HAHHSAMH, a caMe TMOCTaITHUH aHai3
HasBHUX MIAXO/IB /10 peatizallii KoXHOI 3 (a3 KHUTTEBOTO IUK-
ny. J1o Toro , BUIIE3rajaHi MOJIEIi YIIPABIIHHS 3HAHHIMU X0Y
i QOpPMYIOTh BRXKIIMBY METOJIOJIOTIUYHY OCHOBY JUISI PO3YMiHHS
CTPYKTYpU TpOILIECy, 3aJMINAIOThCS HAATO 3arajJbHUMHU IS
MpakTHYHOI peauizanii B ymoBax ¢ynkuionyBanns ICK.

VY cTarTi OCHOBHA yBara 30cepe/)keHa Ha THX (a3ax ymnpas-
JIHHS 3HaHHSAMH, SKi € METOIOJIOTIYHO CKIIQJHUMHU Ta KPUTHY-
HumHe 175 epexktuBHoro gynkuionysanus ICK: 3acrocyBanHs, opraHizanii, inTerpanii Ta BUI0OYTKY
3HaHb. [HIII a3y KUTTEBOrO LIUKITY, 30KpeMa 30epiraHHsl Ta OHOBJIEHHS 3HAHb € TaKOXX BaXKIUBHMHU,
omHak iX peanizaiisg B ICK € OLIbII MPUKIATHOIO Ta MEHII MPOOIEMHOIO 3 MOTIIATY TEOPETUIHOTO 00Tpy-
HTYBaHHS.

Cepen 3a3HaueHuX (a3 ymnpasiiHHS 3HAHHAMH OCOOJMBE 3HAUEHHS JAJISl OMEPaTUBHOTO (QyHKIIOHY-
BaHHs ICK Mae 3acTocyBaHHsl 3HaHb, aJUKe caMe Ha IbOMY eTalli HAKONMYCHHWH iHTEJIEeKTyaJbHul pe-
CypC TIePETBOPIOETHCS HA IHCTPYMEHT IPHHHSTTS pillleHb, TpaHCHOPMYIOUH TTACHBHI 3HAHHS Y KOHKPETHI
Il ab0 3MiHM CTaHiB cucTeMu. [opiBHSIBHMIA aHAI3 MiIXOIB JO peaiisaiii 3actocyBanHs 3HaHb B [CK
nogaHo B Taou. 1.

OHoBI1eHHA InTerpartia

Yupagainus
SHAHHSAME

3acTocyBaHHA

30epiraHHs

Puc. 1. V3aranbHeHi (a3u )KUTTEBOTO UKITY
ynpasiinas 3HaHHAME B ICK

Tabmums 1

IlopiBHsaIbHUI aHAMI3 NiAX0AIB 10 peaJi3anii 3acTocyBanns 3Hanb B ICK

Tligxig mo
3aCTOCYBaHHS OcobmnuBocTi IMepeBarn Henonikn
3HaHb
. . Bucoxka iHTeprpeToBaHiCTh Ta MBUIIKICTh
. ®ikcoBaHi npaBia Ta 6a3u
Tenepartist . - . |crpalbOByBaHHs BpaxyBaHHs HeBHu3Ha4e- |[I0TpeOyOTh pyYHOrO OHOBIICHHS,
3HaHb. JelyKTHBHI, aCOLiaTHBHI . o :
HpaBUil . |HOCTi, HEMOBHOTH — HEITKi IIpaBuIIa, CKJIaJHICTh MacIITabyBaHHSA
Metozu GopMyBaHHS BUCHOBKIB L
HpaBUiIa Ha OCHOBI IOBIpH
- . IBuaxicts 06pOOKH BETHKHUX 00CATIB Lo
MaruunHe data mining, craTuctuyHi . - CkJaiHiCTh iHTeprpeTaLii,
. |maHux, MaciTaboBaHiCTh, JMHAMIYHA L
HaBYaHHS Metozu popMyBaHHS BUCHOBKIB notpeba y Bepudikaii

aJanTaiis

CemaHTHYHE 1

CrpykTypoBaHe 30epiranHs

BusBneHHS rTOOKUX 3aKOHOMIPHOCTEH,

Bucoki HakmaaHi BuTpat npu

OHTOJIOTIYHE  [3HAHb, CEMAHTHYHI METOIU . . . . .
. BUCOKHH piBeHb (hopmatizarii IHTEHCUBHOMY MaciiTabyBaHH1
BHBEICHHS (hopMyBaHHS BACHOBKIB
BizyanbHa 3acrocyBaHHs rpadiB 3HaHb, . Bucoxka 3a1eKHICTh Bij IKOCTI
3 ) TIpuckopene po3yMiHHS CUTYaITil .
aHaiTHKa TEIUIOBMX Ta KOTHITUBHUAX Mall BHXIiHHMX JaHAX
BukopucranHs iHppacTpyKTy- N Heo0xinHicTh MeXaHi3MiB
P bpactpy oy DoKycye yBary aHaIITHKIB Ha OOXIAL o
PHHUX MeTaJaHuX (TOTOJIOTiT, AR . npiopuTH3anii i pU3KKO-
®dopMyBaHHsI i HaWBIPOTiIHINIMX CLEHAPIAX, CHPHUSIE .
. CHMYJIsAIIT, 4acOBi BiKHA) . OpIiEHTOBAHOTO PAHIKYBaHHS,
rinores reHEPYBAHHIO HETPUBIAIBHUX

KOHTEKCTyaJIbHI METOIU
(hopMyBaHHSI BUCHOBKIB

TPHUITYLIIEHb

notpeda JoAaTKOBOI iHPPACTPYK-
TYpH TE€CTyBaHHS CLIEHapiiB

B cyuacuux ICK onmcani migxoau 31e01IbIIOI0 BUKOPUCTOBYIOTBCS Y TIOEAHAHHI, 3aJI€)KHO BiJT Lijei
CHCTEMHU Ta JKEPEI 3HAHD:
— 2eHepayin npasun niependadae GopMyBaHHS KOPEIAIIHHUX MEXaHI3MIB 32 JIOIIOMOTOI0 aJrOPUTMIB
JIeNyKTUBHOTO Ta acoliaTuBHOro BHUBeaeHHS (Apriori, FP-growth) Ta 3acTocoByeThcs mepeBakHO B
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SIEM, IDS/IPS, SOAR,;

— 3aCTOCYBaHHSI 3HAHb B MAMMUHHOMY HAGYAHHI XAPAKTEPU3YETHCS X BiIOOPAXKECHHAM B MapamMeTpax
Mozernel ISt Kiacudikaiii aHoMaliif, TporHo3yBaHHs Kibep3arpos Ta modyIoBY MOBEAIHKOBHUX TIPodisTiB
(UEBA, EDR/XDR);

— CeMAHMUYHE MA OHMOI02IYHE GUGEOEHH BCE YACTIIIC BUKOPUCTOBYEThCS B CHCTEMAaX YIPABITIHHS
3HAHHAMU I Kibep3axucTy, 0COONMHMBO IS iHTETpamii pisHOpigHuX mkepen (Hampukiaan, STIX/TAXII,
MITRE ATT&CK);

— IHCTpYMEHTH AJI @i3yani3ayii B CBOIO Yepry MepeTBOPIOIOTh OaraTOBUMIpHi 3HAHHS Ha IHTCPaKTHB-
Hi JamOopu IS MiITPUMKH KOTHITUBHOTO aHaii3y cutyaniid (Maltego, Kibana);

— cinomemuuHni cyenapii kibepaTax, 10 TEHEPYIOTHCS HA OCHOBI KOMOIHOBAaHUX 3HAHP 32 JOIIOMOTOIO
BEJIMKAX MOBHUX MOJIEINEH, 4acTo GOPMYIOTh MIATPYHTS AJIS peatizallii MpoaKTUBHUX CTpATeriil 3aXHCTYy.

[TpoBeneHwuii aHai3 i pe3yabTaTH AOCTiKEeHb [26]— [28] mpoBigHUX KOMMaHIH CBITY JOBOIATH ede-
KTHBHICTh 3aCTOCYBaHHsS KOMOiHOBaHWX mimxomiB, Hampukian, IBM QRadar, Elastic SIEM, Microsoft
Sentinel gacto moeaHYIOTH TeHEPAIIifO MPABUII 3 AHATITHKOI Ha OCHOBI MallIMHHOTO HaBuaHHs, Palo Alto
Cortex XSOAR, IBM Resilient, Splunk Phantom BuxopucroByroTs (opmainizoBaHi NMPOTOKOIH peary-
BaHHA Ha nonii B cucreMi, Microsoft Defender XDR, CrowdStrike Falcon, Palo Alto Cortex XDR 3acro-
coBytoTh anropurmu LI ma kopemsmiiiHoro anamizy ckiagHAX Kibep3arpo3 Ha miacTaBi 3i0paHoi Tene-
METpii 3 KIHIIEBUX TOYOK.

3 iHHOBaIIWHHUM MiIX0A0M 10 TiaBuieHHs KibepcriiikocTi IKC [29], 3HaHHS, SKI HAKOMHYYIOTHCS Ta
BUKOpHUCTOBYIOThCA B ICK, MatoTh OyTH HE JUIE aKTyaIbHUMU, a i 3pO3yMIIUMU JUISI COPUAHATTS JIFO-
JUHOIO (MPUHLUI iHTEPIIPETOBaHOCTI/0013HaHOCTI). JlocArHeHHsT HeoOXiAHOTO OanaHcy MiXK CBOEYACHUM
OHOBJICHHSIM 3HaHb Ta IIPO30PICTIO HAAAHUX PEKOMEHIAMiN Ta (a00) NPUHHATHX PillIEHb 3HAYHOIO MipOIO
BH3HAYA€THCA (POPMOIO OpraHizallii 3HaHb B CHCTEMi. Y 3B’S3KYy 3 IIUM, MMOPIBHUTBHUHN aHaJi3 MiAXOMIiB
1o oprauizauii 3uanb B ICK nouinsHo 3aificHioBaTr 3a Takumu kputepismu [30], [31]: cmpykmyposa-

CTpykTypOBaHiCTD Hicmb, akmyanizayis, IHmepnpemoeanicms, Hop-
”, manizayis, cmabiibHicmb.
jz Ha puc. 2 mokazaHo pe3yibTaTé MOPiBHIBEHO-
60 ro aHaji3zy OHTOJIOTIYHOro, ()peMOBOTrO, HEHpO-
< MEPEXKEBOr0, CEMAaHTHUYHO MEPEXKEBOTO Ta 3aCHO-
Crabinouicrs 20 AkTyanisauin - pagOrO Ha INpaBWIaX IAXOMIB 10 Oprasizamii
” 3Hanb B ICK 3a omucaHumm Kputepisimu, IO Bi-

noOpakae piBeHb BiMOBIIHOCTI KOXKHOTO ITiJXO-
Iy V BiICOTKaXx.

Onmonoziunui [30] minxix 3abesneuye cuc-
TEMHE TPEACTABICHHS MPEAMETHOI 00JacTi, 10
00’eJHy€e Ba BaXKJIWBI acreKTH: (opMaibHy ce-
Hopmanisauia InTepnpetosanicTs MaHTHKY 3HaHb JIJIT aBTOMATH30BaHOI 00pOOKH 3a
JIOTIOMOTO0 aJITOPUTMIB MAIIMHHOT'O HABYaHHSI Ta
CEMAHTUKY PEANBHOTO CBITY JJIS PO3YMIHHS JIFO-

Owtonorii MpoaykuiiHi npasuna Dpeiimu .
JUHOIO. 3aBI[$IKI/I BUKOPHUCTAHHIKO YITKO BHU3HA4C-
CemaHTWUHi Mmepemi ===HelpoHHi Mmepemi o - .
HUX TIOHATH, BJIACTHUBOCTCHU 1 BIAHOIICHB, OHTO-
Puc. 2. Pe3ynbTaty NOPiBHAILHOTO aHATI3Y MiIXOMIB Jioru ICMOHCTPYIOTH HAaWBUIIUW P1BCHb CMPYK-
o opranisauii 3Hans B ICK myposanocmi (<95 %) cepen ycix po3rIsSHYTHX

MiaxomiB. 3aCTOCYBaHHS MPUHITUIIIB KOT€PEHTHOL
TEPMIHOJIOT11, akcioMmaru3allii Ta TexHojoriii Semantic Web 3abe3nieuye BUCOKHII PIBEHb HOpMALizayil
3HaHb (<90 %), 10 03BOJISE Y3TrOKYBAaTH T€TEPOTeHHI JKepesia, IHTerpyBaTl MHOKUHHI OHTOJIOTIT Ta
YHUKATH TEePMIHOJOTIYHUX KOH(]IiKTIB. OHTONOTIT € cmabinsHo OCHOBOIO JUIS MOJETIOBaHHS 3HaHb
(=95 %), ockinbKH AO3BOJISIOTH MIATPUMYBATH JIOT1UHY Y3TOJ/PKEHICTh HABITh 3a YMOBH MaclITa0yBaHHS
YW PO3UIMPEHHS CTPYKTYpH. [Hmepnpemosanicms OHTOJOTIH TAaKOX 3aJHMIIAETHCS BUCOKOK (=85 %)
3aBJIAKH X CEeMaHTHYHIN IMPO30POCTi Ta BiAMOBIIHOCTI JIOTIII MTPEIMETHOI 00JI1acTi, 0COOIMBO IS TiArO-
TOBJICHUX KOPUCTYBadiB. Pazom 3 TuM, piBeHb akmyanizayii (=70 %) mero HIWKINH TOPIBHIHO 3 1HIIUMH
MiJIX0/1aMH, OCKUIbKA BHECEHHS 3MiH JI0 OHTOJIOTiH moTpeOye 3ajlydeHHs eKCIIEPTiB, a caMa CTPYKTypa
MEHIII THYYKa JI0 TUHAMIYHUX 3MiH.
Ilpooykyiitni npasuna [31] € mommpeHuM 3aco000M TIPEICTABICHHS POISAYPHUX a00 €BPUCTUIHUX
3HaHb, 30KpeMa B €KCIEPTHUX CUCTEMax. 3aBISKH MOIYJbHIN MPUPOl, IPOAYKIIHHI paBuia 3ade3me-
4yIOTh BUCOKHUIl piBeHb cmpykmyposarocmi 3HaHb (<80 %) — KOKHE MPaBUIO € HE3aJICIKHOI YMOBHO-
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HACJITKOBOKO KOHCTPYKIIi€I0, IIO TOJETIIy€e J0JaBaHHS HOBOI iH(pOpMAaIlii Ta JOKalbHE OHOBJICHHS.
KitrouoBo1o miepeBaroro Takux CHCTEM € IMPO30PICTh JIOTIKKM BUBEIACHHS i MOXKIIMBICTH TpacyBaHHS IpoOIIe-
cy (opMyBaHHsI BUCHOBKIB, 1[0 3yMOBJIFOE€ BUCOKHU piBeHb inmepnpemosanocmi (<95 %). Ilpote axmya-
Ji3ayis 3HaHb y BENUKHUX 0a3aX 3HAHb YCKIATHIOETHCS, OCKUTBKY 30UTBIICHHS KiUTBKOCTI MPaBUII IPU3BO-
UTh JI0 3HIDKEHHS KEPOBAHOCTI Ta TMOTpeOye 3HAYHUX 3YCHIh 3 OOKYy EKCIIePTIiB IS MiATPUMAaHHS
KOHCUCTEHTHOCTI (=65 %). Ha BimMiHy Bifi OHTOJOTIH, HOpManizayis 3HaHb Y TIPaBUIIAX JOCITAETHCS 32
PaxyHOK MOBTOPHOTO BUKOPUCTAHHSI CTPYKTYp IIa0JOHIB 1 Moan(ikoBaHUX OJOKiB 3HaHb (=85 %), xoua
3aranpHa (opMmanizamisi Moxke OyTu Hmx4doro. 1llono cmabinbrocmi, To 6a3u MPOAYKIIHHNX TIPABHUII Jie-
MOHCTPYIOTh NMOMIipHI pe3ynsTath (=75 %): xoua Moaudikallisi OJHOTO MpaBMIIa HE BILIMBAE O€3MOcepe/-
HBO HA iHIII, MPOTE BiACYTHICTH LEHTPai30BaHOI CTPYKTYPH MIPHU3BOAUTH 10 PU3UKY X ayOiroBaHHS abo
CYTIEePEeUwIHBOCTI.

@Dpeiimu [30] 1eMOHCTPYIOTH BUCOKHH piBeHb cmpykmyposarocmi (<90 %) 3aBISIKU HiTKO BH3HAYEC-
Hill iepapxii Ta MeXaHi3My CHaJKyBaHHS, II0 3a0e3reduye y3ro/pKeHe MpPEACTaBIeHHS 3HaHb y JOMEHi.
[okasHuk axmyanizayii Takox nepedyBae Ha cepeqHbOMY piBHI (=70 %), OCKIIBKH MOAYJIBHICTE (peii-
MiB JJO3BOJISIE OHOBJIIOBATH OKPEMi €IeMEHTH 0e3 BTpydYaHHS y BCIO cucTeMy. BogHouac, HagMmipHa 3aje-
JKHICTh MIXK MOB’SI3aHUMH (hpeiMaMu MOKE MTPU3BOIUTH JI0 KaCKaHUX 3MiH, L0 JCII0 YCKIIaIHIOE MiAT-
PUMKY KOHCHUCTEHTHOCTi. KIltouoBOIO mepeBaror € BUCOKa immepnpemoganicmv (<85 %) 3aBusku
CXOXKOCTI (ppeliMOBOi MoOIeNi /10 JOJACHKOI opraHi3alii mam’sTi, IO IMOJIETIIYE PO3YMIHHS CTPYKTYPH
3HaHb SIK PO3POOHHMKAMU, TakK 1 KiHIeBUMH KopucTyBadamu. lllono mopmanizayii, ppeliMmu mokaszyroTh
BiJHOCHO BHCOKHH pe3ynbraT (<80 %), OCKUIbKU JO3BOJSIOTH Y3TOMXKYBaTH Pi3HI THUIHM 3HaHb, OJHAK
MOCTYMAIOThCSL OHTOJIOTISIM 3a piBHeM (opmaizanii Ta akciomatusauii. Ominka cmabinbnocmi (<85 %)
BKa3ye Ha JOBOJII HaAIiHy MiATPUMKY BKe IMMOOYIOBAHUX l€papXii, oqHAK HEOOXiTHICT MEPETIIIy CTPY-
KTypH TIPU AOAAaBaHHI HOBUX THUIIIB 00’ €KTIB a00 3B’S3KiB 00YMOBIIIOE PU3UKH BTPATH CYMICHOCTI 3 iCHY-
104010 0633010 3HAHB.

Cemanmuuni mepexci [31] BUKOpUCTOBYIOTH TpaoBYy MOJENb ISl MPEACTABICHHS acOIliaTHBHIX
3HAHb 1 XapaKTePU3yIOThCAd BHCOKOIO THYYKICTIO Y MOJEIIOBAHHI Pi3HOMAHITHHUX 3B’A3KiB M KOHIIETI-
TaMU. BifCyTHICTB )KOPCTKUX OOMEXEHb Ha TUIHU 00’ E€KTIB Ta BIJIHOCHH JI03BOJIsE€ €(PEKTHBHO BigoOpa-
KaTh CKJIQJHI 3aJIe)KHOCTI, MPOTE BOAHOYAC 3HWKYE cmpykmyposanicmy (=65 %), OCKIIbKH Mepexa He
3aBXXIM Ma€ YiTKO BH3HAYEHY i€papxXito 4u (popmarizoBaHy cxemy. [Hmepnpemosauicms CEMaHTHIHHIX
MEpEK 3aTHINAETHCS Ha cepenuboMy piBHI (=70 %) — Bisyasmizaltist 38’ SI3KiB € 3pyUYHOI0, ajile KOHTEKCTY-
aJIbHE 3HAYCHHSA JESIKUX BiJHOIIEHb MOXKE OyTH HEOHO3HAYHUM. 3aBASKU THYYKOCTI CTPYKTYPH, CEMaH-
TUYHI Mepexi 3a0e3MeuyroTh BiTHOCHO CEpeqHI0 akmyanizayito 3HaHb (=75 %): HOBI By3mu ¥l 3B SI3KH
MOXXYTh JTOJABATHCS IIBUIKO, X04Ya 1€ MOXKE BIUIMBATH Ha 3arajibHy IUTICHICTH Moaelni. Hopmanizayis
3HaHb (765 %) € 0OMeXeHOI Yepe3 HecTayy €IWHOI OHTOJOTIYHOT OCHOBH, LIO YCKJIaTHIOE IHTETpaIiio
JAHKX 3 pi3HUX JpKepen i hopmanizarito npasui. oo cmabinenocmi (=60 %), To nonaBanHs abo 3MiHa
€JIEMEHTIB Mepeki MO)Ke TPU3BECTH O CYTTEBHX 3MiH Y B3a€EMO3B’A3aHHUX YacTHHAX rpada, 1o BUMarae
MOCTIHOTO KOHTPOJIIO 32 Y3TOKEHICTIO.

[ligxin mo opranizailii 3HaHb HA OCHOBI WMYYHUX HEUPOHHUX MepPeXc IEMOHCTPYE 3HAYHUM MOTCH-
miaa B CUCTeMax KiOep3axucTy, 0COOTUBO B KOHTEKCTI OOPOOKH BENIMKHUX OOCSTIB T€TEPOT€HHUX JaHUX Y
PEXUMI pEaTbHOTO Jacy. 3aBISKH 3aTHOCTI MOJICITIOBATH HEJIHIWHI 3aJICKHOCTI Ta BUSBIISATH NMPUXOBAHI
3aKOHOMIPHOCTI, HelpoMmepei e(eKTUBHO BHUPILIYIOTh 3aBOaHHs Kiacuikaiii, BUSBICHHS aHOMaiil i
nporaosyBaHHs. OmHaK cmpykmyposaHicmes 3HaHb y TaKUX MOIENSIX € HU3bkoio (=40 %), ockinbKu
3HaHHSA 30€piraloThCsl y BT YUCIOBHUX Bar 0e3 SBHOI JIOTIYHOI CTPYKTypH. [Hmepnpemosanicme Ta-
KOX 3aJIUIIAEThCs 00MexeHOr0 (=30 %): OUIBIIICTE PIllICHh HEHPOMEPEK € KYOPHUMH CKPHUHBKAMUY, 1110
YCKJIQJHIOE aHaji3 MPUYMH MOMWJIOK 1 BaliJalliio pe3ynbTatriB. Axmyanizayis 3Hanb (=80 %) 3naiiicHio-
€ThCSI Uepe3 JIOHABUAHHS MOJleliell Ha HOBUX [aHHX, MPOTE LEeH MpoIec CYMPOBOIKYETHCS PU3UKAMHU
TiepeHaBUaHHs a00 BTPATH BaXKITMBHUX PaHIlle 3aCBOEHHUX MATEPHIB, 0COOJIMBO Y BiICYTHOCTI SIKICHUX JAHHUX
1 4iTKO BU3HAUCHHUX oOMexeHb. Hopmanizayis (=50 %) € nocuTh ciabKor: HE ONEPYIOTh YiTKO CTPYKTYPO-
BaHMMH TOHSTTSMH, 1[0 OOMEXYe iXHIO 3[aTHICTh 10 iHTerparlii 3HaHb 3 popmamizoBanux mxepen. [lloxo
cmabinbrocmi (<60 %), HeipoMepeki IyTIUBI 10 3MIHA BXiTHUX TapaMETPiB 1 0COOIMBOCTEH HaBYAILHOI
BUOIPKH, 10 MOYKE CYTTEBO BILUIMHYTH Ha Pe3yJbTaTH, HABITh 32 HE3HAYHUX 3MiH Y JIaHUX.

[IpoBenenwnii aHai3 CBITYHUTH MPO TE, IO KOKHUH 3 PO3TISHYTUX MiAXOJIIB 10 OpTaHi3alii 3HaHb Ma€e
CBOI VHIKQJIbHI TIepeBard Ta OOMeXEeHHS, SKi 3yMOBIIOIOTH JOIIIBHICTh iX BUKOPHUCTAHHS 3aJI€KHO Bi
3aBlaHb, 1o crosath nepen ICK. HaiiOinpiumii moTeHIian IOA0 BIANOBIIHOCTI 3a3HAUYEHUM BUMOTaM
JIEMOHCTPYE OHmonoziunui ninxin. JJo Toro x, came B OHTOJIOTISIX 34AaTHICTD 0 KOHLENTYalbHOTO BiJl0-
OpakeHHsI ICTOPHYHIX 3HAHb 3 MOKJIMBICTIO TWHAMIYHOTO OHOBJICHHS BAAJIO TIOEAHYETHCS 13 3pO3YMLITICTIO
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MOJIeNi 3HaHb JUIsl JTFOMWHM, IO € BaXKIIMBOIO TMEPEAYMOBOIO Ul YXBaJICHHS OOIPYHTOBaHHX pillleHb Ta
BIIPOBAKCHHS €EKTUBHUX IMONITHK KiOep3axucty. OOMEKEHHS IBOTO MiIX0Ay B KOHTEKCTI IIBHIKOCTI
aKTyai3allii 3HaHb 3yMOBJIOIOTH JOIUIBHICT IHTETPAIlil OHTOJIOTIH 3 IHIIUMH TIIXOAaMHU 3 METOKO JOCST-
HEHH: 0aJlaHCy MiX TOYHICTIO, IHTEPIIPETOBAHICTIO Ta ONIEPaTHBHICTIO OHOBINIEHHS 3HaHb B ICK.

OCKITPKM HACTYMHHMH KJIFOYOBHMH BHIKJIMKaMU JJs yrpasiinHsa 3HaHHAMA B ICK € cemanTHyHMIA
Oap’ep MK JDKepenaMu JaHWX Ta OOMEXeHa 1HTeporepadebHICTh (hopMaTiB, MOAABIINN aHAIli3 30Ce-
peIDKEHO Ha MiIxoax o iHTerpamnii OTpMMaHHX 3HAHb 32 TakuMu Kputepismu [32]—[36]: ¢opmaniza-
yis, a0anmueHicmos, CIMAHOApMuU3ayis, iHMeponepadenbHicmy, 0OYUCTIOBAIbHA CKAIAOHICMb, 2HYYKICMb,
KOHYyenmyanizayis.

Ha puc. 3 mokazaHo pe3ynbTaTd NOPIBHAJILHOTO aHaNi3y MiAXoiB Ao inTerpanii 3Hanb B ICK 3a onu-
CaHMMH KpUTEPisMH, 110 BioOpakae piBeHb BiAIOBITHOCTI KOXKHOTO IMiIXOAY Y BiJICOTKAaX.

OWL (Web Ontology Language) [34] €
Y4acTHHOIO TexHoorii Semantic Web — kon-
neniii po3BUTKY BcecBiTHROI MaByTHHHU 1
Anantussicrs Mepexi [HTepHeT. 3aBmsAKHM TOTYXHIA 31aT-

HOCTI 10 (opmarizarii Ta KOHIeHTyai3aii
rereporenanx gaHux OWL mo3Bomsie CTBO-
pIOBaTH Ta MIATPUMYBATH B aKTyaJbHOMY
CTaHl TOYHI Ta OJHO3HAYHI OHTOJIOTIYHI MO-
Crammapmsauin  J1€J11 3HAHb CTOCOBHO CEMaHTHKH MEpPEeKeBUX
TOIIOJIOT1H, XapaKTePUCTUK MPUCTPOIB, TOTO-
KiB iH(popMaIii, Bpa3IMBOCTEH Ta CIICHApIiB
kibep3arpo3. OWL nemoHCTpye BHCOKI 3Ha-
YeHHS 32 KIIOYOBUMH KPHUTEPisSMH 1HTErpamii
3HaHb: gopmanizayis — 95 %, KoHIENTYAJTI-
samis — 95 %, crapmapruzainis — 95 %,
inTeponepabdenpHicTs — 90 %, mo cBiAUMTH

Dopmanizauia

KoHuenTtyanisauia

[HyukicTL

OBuMcniosanbHa

R IHTeponepabenpbHicTe
CKNaAHICTb

— WL RDF STIX CybOX  =—=TAXII CBR  =—TakcoHomii - ;
npo il npuAaTHICTh 1Uist POPMAIBHOTO, OITHO-
Puc. 3. Pe3y/IbTaTi NOPiBHANBHOTO aHAI3Y MiIXOIiB 3HaYHOIO Ta CTPYKTYpOBAaHOIO IOJaHHA
1o inTerpauii 31anb B ICK 3HaHb y cdepi kidepbesneku. Bognouac, mo-

Ka3HUK oOuucmoBanbHoi ckmagaocti 90 %
BKa3y€e Ha 3HaYHI BUMOTH JI0 PECYpCiB, OCOONMBO y pa3i MaciTabyBaHHS OHTOJIOTIH Ta BUKOHAHHS JIOTi-
YHOI'0 BUBEJCHHS. 3a MOKa3HHUKaMHU rHy4YkocTi — 75 % Tta amantuBHocti — 60 %, OWL Mae nmesiki 00-
MEKEHHS OO0 JUHAMIYHOTO OHOBJIEHHS 3HAHb Ta aJanTalii 0 HOBHX THIIIB 3arp03 Y PEKUMI peabHO-
IO 4Yacy.

RDF (Resource Description Framework) [34] € ocroBoro konmermii Semantic Web, mo6ynosanoro Ha
ocHoBi BeO-cTrangapTiB (XML, Turtle, JSON-LD, N-Triples) i npu3HadeHor0 U IpeACTaBICHHS 3HAHb Y
BUTJISIAI Opi€HTOBaHUX TpadiB 3HaHb. Y BiANOBIAHOCTI IO PE3yJbTaTiB MOPiBHsUIBHOTO aHamizy, RDF
JIEMOHCTPY€E BHCOKI MOKa3HWUKU 3a KpUTepisMuU: imeponepabdenvricmov — 95 %, cmanoapmusayis —
95 %, 1m0 3abe3neuye HOro MIMPOKY CYMICHICTh 13 cydacHHMH mardopMaMu Ta Oe3MepeniKoHy 1HTer-
pauito y rereporenti indopmariiini cucremu. o Toro xx, RDF xapaktepu3yeTbcs BUCOKHM PiBHEM eHYU-
kocmi — 90 % Ta adanmusnocmi — 80 %, mo ngae 3MOry eEeKTHBHO OHOBIIOBATH i MacIITa0yBaTH
3HaHHS Y JUHAMIYHOMY CEepeIOoBHILI KideprnpocTopy. 3a kputepismu gopmanizayii — 85 % ta xonyen-
myanizayii — 80 %, RDF € nmoty>xHuM 3ac000M ONMUCY CTPYKTYPOBaHMX JaHUX, IPOTE LIS MOJICIIOBaH-
HS CKJIQJIHUX CEMaHTHYHHX 3B’S3KiB 4acTO MOTpeOye BUKOPUCTAHHS po3ILMpeHb, Takux ssik OWL. Box-
HOYac, odyucaroganvha ckiaonicme — 70 % 3anmumaerscs moMipHOw, yepe3 mo RDF mpupatna mns
HIBUJIKOT 0OPOOKHM BENMKKUX O0CATIB METaIaHKX, 30KpeMa B 3aBJlaHHSIX KiOEppO3BiKH, OOMiHY 3arpo3aMu
Ta MiJBUILEHHA PiBHA KiOepcuTyaliitHoOi 0013HaHOCTI.

STIX (Structured Threat Information Expression) [35] — ctpykrypoBaHa MoBa mpeacTaBiaeHHs iH(O-
pmartii mpo kibepsarpo3u y opmati JSON, sika xapakTepu3y€eThCsl BHCOKUMH TTOKAa3HUKAMHU popmaniza-
yii (=80 %), cmanoapmusayii (=85 %) ta inmeponepabenvnocmi (<90 %), mo 3abesneuye i MHUPOKE
3acTOCyBaHHS B iH(pacTpykTypax oOMiHy iH(oOpMaIli€ro mpo 3arpos3u, 30kpema y Bzaemonii mixk ICK,
miatpopMaMu 06pOOKH iHAMKATOPIB KoMmpomeTarii. [ ryuxicme (=75 %) Ta adanmuenicme (=85 %)
CBiqUaTh mpo AocTaTtHO 3aatHicTh STIX mo amanranii Mojaenei 3HaHb mij cnerudiky opraHizaiiii abo
CIieHapiiB pearyBaHHs Ha 3arposu. lIpote, xonyenmyanizayis (=70 %) oOMexye piBeHb aOCTPaKTHOTO
MoJIaHHs 3HaHb, ocKiIbKU STIX 30cepemkenuil mepeBakHo Ha (ikcarrii Bke BiJOMHX CYyTHOCTEH, iHIUKa-
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TOpIB, TaKTHK 1 TexHIK. Obuucarogarvhua cknaouicms (<90 %) 3yMOBIeHa NETANBHOK CTPYKTYPOIO Ta
B3aemo3anexHicTIo STIX-00’€kTiB, IO MiIBHIYE BUMOTH JI0 peCypciB IpH iX o0poOIli, 30KpemMa B pea-
JBHOMY Yaci.

CybOX (Cyber Observable eXpression) [33] — cTangapTr3oBaHa MOBa Uil KOJyBaHHS Ta OOMiHY BH-
COKOSIKICHOIO iH(OpMaITi€lo Tpo KibepcrocTepekeHHsA. 3aBIsIKH MOIYJIBbHIN OaraTOpiBHEBIH CTPyKTypi
MIJX1J] aAanTOBaHUK [Tt €PEKTUBHOI OOPOOKM BEIUKUX OOCSTIB JaHUX 03 3HAYHMX OOYHMCIIOBATBLHUX
pecypciB. 3riiHO 3 pe3yibTaTaMi MOPIBHJIBHOTO aHami3y, HiAXiJl XapaKTepU3YETbCsS TAaKUMH TOKa3HH-
Kamu: adanmuguicms — 85 %, inmeponepabenvruicme — 90 %, cmanoapmuszayis — 85 %, enyuxicme —
75 %, mo 3abe3neduye HOro rHyYKe BIPOBAKEHHS B IHCTpyMEHTax HU(GPOBOT KPUMIHATICTHKH Ta CHCTe-
Max MoHiTopuHry. Pazom 3 mum, gopmanizayis — 80 % Ta xonyenmyanizayis — 65 % cBiguaTh 1po
obomexeny 3narHicTe CybOX 10 moOymoBH MIMOOKMX CEMaHTHYHUX MOJIENIe — MOBa 30Cepe/KeHa Ha
OTIMCi OKPEMHUX TOMIi Ta 00’ €KTIB, a HE Ha 1X KOHIICNTYaJbHUX B3a€EMO3B’ si3KaX. QOuuUCII08ANIbHA CKIAO-
nicms — 90 % € BHCOKOIO, 1110 3yMOBJICHO JIETAIBHICTIO MOJICNI Ta HEOOXiTHICTIO 0OPOOKH BEINKOT KiJlb-
KOCTI aTpuOyTiB 1 B3a€EMO3aIe:)KHOCTEH.

TAXII (Trusted Automated eXchange of Indicator Information) [36] — TpanctopTHuU# mporoko i
Habip cepBiciB I OE3MEYHOTO Ta aBTOMATH30BaHOTO OOMIHY TIOBIZIOMJIEHHSIMU TIPO Kibep3arpo3u. DyH-
KIIIOHYE SIK YHIBepcallbHHI 3aci0 mepeaadi CTPYKTypOBaHUX JaHUX, 30KkpeMa y ¢opmari STIX. 3rigHo 3
pe3ynbraTtamu nopiBHsuibHOTO aHamizy, TAXII mae Taki mokasHuWKH: iHmeponepabenvHicms — 95 %,
cmandapmuszayis — 95 %, ToMy BiH € CyMICHUM 3 OIBIIICTIO CyYacHUX pillieHb y cdepi oOMiHy 3HaH-
HaMu. [ Hyukicmoe — 75 % Tta adanmusnicme — 85 % cBiq4aTh Mpo BUCOKY 3AaTHICTH MPOTOKOJY JO
iHTerpanii y HasBHI mpouecu 0e3 HeoOXigHOCTI 3HaYyHHMX 3MiH B iHQpacTpykTypi. Omnak, TAXII He €
3aC000M CEMaHTHYHOT'O MOJICITIOBAHHS 3HAHb, IO BiMOOpakeHO 3HAUCHHIMH TaKUX KPHUTEPIiB: gopmarti-
3ayis — 70 %, xonyenmyanizayis — 50 %, OCKIIBKM CTPYKTypa Ta 3MICT MEpeAaHuX TaHUX MOBHICTIO
3aJeKaTh BiJ BUKOPHCTOBYBaHUX (OpPMATiB, a HE CaMOTo MPOTOKoNy. OOuucatoganvha ckiadHicms —
90 % € mOCWTH BHCOKOIO, IIIO TIOB’A3aHO 3 OOPOOKOI0 CKJIAMHUX CTPYKTYpP AAaHUX, IMIIATPUMKOIO Pi3HHX
PEXUMIB Iepe/iadi Ta BAMOTaMH JI0 3aXUIIEHOT0 TPAaHCIIOPTYBaHHS.

CBR (Case-Based Reasoning) [32] — meTox momnyKy Ta ajanrailii pillieHb Ha OCHOBI PETPOCIIEKTHB-
HOTO aHaji3y KiOepiHumaeHTiB 3acobamu TexHomorii L. 3abe3nedye HakOMW4YeHHS 3HAHb Y BUITIALL
KeiCiB — OMNCIB paHillle BUPIMIEHUX CUTYAIlill i3 3aCTOCYBaHHIM J0 HOBHUX, MOAIOHMX BUTIAJAKIB. 3a pe-
3yJNbTaTaMy MOPiBHsUTBHOTO aHanizy, CBR xapakTepu3yeThCsi TAKUMH MMOKa3HUKAMU: a0anmugHicims —
80 %, enyuxicms — 80 %, 110 MOACHIOETHCS 3AATHICTIO €(EKTHBHO NPALIOBAaTH B YMOBaxX HEMOBHHX,
HETOYHMX a0o0 3MIHIOBaHMX BXIJHMX JaHUX, BIACTHBHX CydacHOMY KiOepcepenosuiny. BomHouac, kow-
yenmyanizayis — 65 %, gpopmanizayis — 60 %, 3anexaTh Big 00paHOrO CIIOCOOY NPEACTABICHHS KEHCIB
(Bl HECTPYKTYpOBaHOTO TEKCTY A0 (opMalizoBaHux mabioHiB). Uepes BiICYTHICTh raily3eBoTo CTaH/aa-
pty, CBR-cucremn Maiots ooMexeny cmanoapmusayiio — 60 % ta inmeponepabenvricms — 65 %, mo
YCKJIaIHIOE 00MIH KelicaMu MIX Pi3HUMHM peamizatismu. Qouucmiosarvha ckaaonicmes — 70 % juiaeTh-
Csl Ha CEpPEeHLOMY PiBHI, 3pOCTa€E 31 30UIBIICHHAM 0a3M 3HaHb 200 CKJIAJHICTIO MEXaHi3MiB MOAI0OHOCTI,
NPOTE 3arajioM 3aJHIIAE€THCS MPUHHATHOIO I NPAKTHYHOTO BUKOPHCTAHHS.

Taxconomii [34] — iepapxiuni cuctemMu Kinacuikallii, 10 BUKOPUCTOBYIOThCS JIJIs OpraHizailii Ta Ka-
Teropusaiii cyTHocTel y cdepi kibepOe3rmekn Ha OCHOBI 3a3/alieriib BU3Ha4YeHUX Kputepii. [HIupoxo
3aCTOCOBYIOTBCS JUISL ONMCY KibepaTak, TUIIB 3arpo3, Bpa3IMBOCTEH Ta IHIWACHTIB, 30KpeMa B cHCTEMax
BUSIBIICHHSI BTOPTHEHb, ITPH OIIHII PU3HKIB 1 INIAHYBaHHI 3aX0/[iB TPOTHAIi. 3TiHO 3 pe3yabTaTaMu Mopi-
BHSJIBHOTO aHasli3y, TAKCOHOMIT AEMOHCTPYIOTh: ¢hopmanizayis — 85 %, cmanoapmuszayis — 80 %, in-
meponepabenvricms — 70 %, 10 CBIAYUTH TPO iX BIJTHOCHO BUCOKHI pPiBEHb CTPYKTYPOBAHOCTI Ta MO-
mypeHHs B iHxyctpii. Pasom 3 TuM, 3a kpurepismu: ewyuxocmi — 50 %, adanmusnocmi — 50 %,
konyenmyanizayii — 70 %, miaxin 1eMOHCTpYe NeBHI OOMeXeHHs, 30KpeMa TepeBaxxHa Qikcarlis Bigo-
MUX KaTeropiii 00’ eKTiB Ta MO/iH, HeJJOCTATHS aanTallis J0 HOBUX, HECTAaHAAPTHHUX Kibep3arpo3. Oouuc-
mosanvha ckaadnicms — 95 % € HaMBHIIOIO cepel YCiX pO3TISIHYTHX MiAXOiB, IO 3yMOBIJICHO IOTpE-
0or0 B TIMOOKiA 00poOIIi i€papXidHUX CTPYKTYP, BETUKOI KUTBKOCTI KaTeropid Ta 3aJie)KHOCTEeH MiX
HUMH, 0COOJINBO Yy pa3i MacIITaOHOTO BITPOBAKEHHSI.

[IpoBenenuii MOPiBHIBHUE aHaNi3 MigXOMAIB 0 iHTerpalii 3HaHb y cdepi KidbepOe3nekn 1eMOHCTPYE
CYTT€EBI BIIMIHHOCTI M’k HUMH 32 PO3TJITHYTUMH KpHUTEpiasMu. Hal qomiTsHIITAM TTiIX0I0M 10 iHTeTpartii
3HAaHb B OHTOJIOTII € BHKOPHCTaHHS TexHoyorii Semantic Web, 3okpema noeqnanas OWL 3 RDF (3a
notpebu gonoBHeHHsAM cranaapramu RDFS), ockinbku 3a0e3meynTs BUCOKUH piBeHb Qopmaizaiii, Ha-
CHYCHY KOHLENTYaTi3allif0 Ta THY4YKY IHTErpalilo TeTeporeHHNX IaHUX, M0 € KIIOYOBHUMH (aKTOpaMu
CTBOPEHHS KOMIUTEKCHHX 1 TOUHUX MOJIENEH 3HaHb ¥ cepi KibepOe3neky.
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He menmr BaxxnuBoro (azoro ynpapninas 3HaHHsAME B ICK € BuOip miaxoniB mo ix orpumanHsi. HeoO-
XITHICTh aHANI3y TaKUX ITAXO0IiB 00yMOBIICHA MiHIMIi3alli€l0 Jacy Bij MOSBH iH(popMaIIii mpo Kidep3arpo-
3y 70 MOMEHTY pearyBaHHs Ha Hei, MacIITaOOBaHICTIO CHCTEMH, BIJIMOBIJHICTIO 3HAHb HOPMATHBHUM
NPUIYLICHHSIM 1 cTaHgapTaM KiOep3axucTy, a TakoXX HasBHICTIO MeXaHi3MiB Bepudikawii. ¥ 3B s3Ky 3
UM, TIOPIBHSUTBHUHN aHaJIi3 MiIX0iB A0 3100yBaHHs 3HaHb B ICK 10ITiIpHO 3MIHCHIOBATH 33 TAKUMH KPH-
tepisimu [37]—[39]: onepamusnicms, macumabosanicms, nepedbauysanicms, nompeba y epuixayi.

OnepatHanicTs Ha puc. 4 nokazaHo pe3yiabTaTu MOPiBHSIIb-
" HOTO aHANi3y MiAXOIB 70 BHAOOYTKY 3HaHb 3a
OTMCAaHUMH KPUTEPisMH, IO BinoOpakae piBeHb
BiJIIOBITHOCTI KOXHOTO MiIXO/y y BiJICOTKAX.
AxTyaji3zamis MoJieli 3HaHb nepeadavae mpo-
MacwraBosauicrs XOJDKCHHS TIOBHOTO ITUKIIY: Bim imeHTH(IKAIii
pENICBAaHTHUX JDKEpPEN y mpocTopi Ta vaci 10 $ho-
pMalti3oBaHOTO TPE/ICTaBlIeHHS HOBUX 3HAHb, IO
MOXXYTh OyTH iHTETPOBaHi B HASIBHY CTPYKTYPY.
[enezoeane onoenenns 3uannb [38] nependa-
4ae, M0 MiATOTOBKA, TECTYBaHHS Ta PO3MOBCIO-

Notpeba y eepudinaui

MepegbauysaHicTe

[Aenerosane OHOBNEHHA 3HaHB = Knowledge Elicitation JOKCHHSA OHOBJICHB 6631-[61(1/1 IIOKJIAJA€ThCsI Ha
Data mining CTiva OSINT MOCTaYaJIbHUKIB MPOTPaMHOTO  3a0e3MeYeHHs,
e [ PO HOZYBAHHA s [ HTEFPALLIA i3 IOBHILLHIMMK MHEPENAMY JHAHE mo HOpOH)Kye 3&HC)I(HiCTB Biﬂ TepMiHiB OHOB-

— |TEPATHBHE HABYAHHA — CAMOHaBMAHHA

JIeHb, K1 HaJIXOAATh BiJ] KOHKPETHOTO MOCTa4a-
JTBHUKA, 1, BIOMOBIAHO, OOMEXye onepamug-
Puc. 4. Pe3ynbTari NOPIBHAIBHOTO aHAJI3Y HiAXOAIB nicmo (<70 %) Ta macwmabosanicme (<45 %).
10 3100yBanHs 3HaHb 11t ICK [MpoTte oTprMaHi 3HAHHS MalOTh BUCOKHH KPEIUT
JIOBipY, HaJaHUH y pa3i BHOOpY MOCTa4albHHKA,

110 3a0e3reuye BUCOKY nepedbauysanicms (<90 %) ta ycyBae motpedy B J0AATKOBIH sepudgpixayii (=50 %).

Bunyuenns 3nans (Knowledge Elicitation) [37] nonsirae B 300pi, y3arajabHEHHI Ta TOKYMEHTYBaHHI
3HaHb EKCIIEPTiB, aHANITHKIB, JOCTITHUKIB Ha OCHOBI IXHBOTO JIOCBily, HABHUYOK Ta CHelliai3amii oo
MeTO/IB KibepaTak, KOHTP3aXOIiB 1 MPOIeAyp pearyBaHHs Ha KiOepiHmumeHTH. Lle# miaxim xapakTepu3y-
€TBCSl BUCOKOIO MepeadauyBaHicTio (<90 %) 3a paxyHOK yd4acTi AOCBim4eHUX (axiBLiB Ta OCTATHHOIO
MacmraboBaHicTio (=70 %), ockimbku 30iTbIIEHHS KITBKOCTI €KCIepTiB abo ITOKyMEHTallii 3Ha4HO
YCKJIaIHIOE€ KOOPIHMHAIII0 MPOIECYy OTPUMAaHHS 3HaHb. Onepamusnicme € BiTHOCHO HH3bKOIO (=45 %)
yepe3 3Ha4YHI 4acOBi BUTPATH, OCOOIMBO 32 BEJIMKOTO 00CATY 3HaHb. [lompeba y eepugixayii cTaHOBUTH
(=50 %) i 3ymMOBJIcHa pU3UKaMU Cy0’€KTUBHOCTI Ta YIIEPEKCHOCT] €KCIIEPTHUX CYKEHb.

Inmenexmyanvuui ananiz oanux (Data mining) [39] monsrae y 3acToCyBaHHI METOJiB 00pOOKH
IPHUPOJHOI MOBH, MAIIUHHOTO Ta TJTUOOKOTO HAaBYAHHS JJIs BUSBICHHS HEOUYCBUIHUX, 00’ €KTHBHHUX,
KOPHCHUX Ha MPAaKTHI 3aKOHOMIpPHOCTEH Ta aHOMallild, 110 AEMOHCTPYIOTh HAaWBUILI MOKAa3HUKU oOne-
pamugrnocmi (=90 %) ta macwmabosanocmi (=90 %) cepen po3TISHYTHX MiaxoniB. [lepedbauysa-
nicme — (70 %) 3yMOBJI€Ha HOCTATHHO CTAOIILHUMHU PE3yJIbTATAMH aBTOHOMHHX MOJIENIEH, IPOTE TXHS
BIITIOBITHICTh HOPMATHUBHUM OYiKyBaHHIM MOJKE BapilOBAaTUCH 3aJI€KHO BiJl AKOCTI HAaBUATBHHUX JTaHHUX
i rinepnapamerpiB. HaTtomicte nompeba y ¢epughixayii € naiisumoro (<90 %) uepe3 pu3uKu BKIIOYCH-
HSI HEJIOCTOBIPHHUX a00 HEpeleBaHTHUX 3HAHb, IO MOTPEOYIOTH IMiITBEPIKEHHS JOCTOBIPHIUMHU JKepe-
naMu ab0 €KCTIEPTHOIO OIIHKOFO.

Ingpopmauia npo xivepszazposu (Cyber Threat Intelligence, CTl) ma possioka 3 éiokpumux dxcepen
(Open Source Intelligence, OSINT) [37] B KoHTeKCTI Kibepbe3rneku MpeacTaBiIcHUi sk 30ip Ta aHami3
3aranbHOOCTYITHOI iH(pOpMaIii uIs po3yMiHHA JaHAIadTy Kidep3arpo3 Ta MPUHHATTS OOTPYHTOBAHHX
pillieHb MO0 3aCTOCYBaHHs KOHTP3aXO0/iB. 3aBASIKH MOKIJIMBOCTI HAJAIITYBaHHSI iHCTPYMEHTIB 3 BIIKPH-
THUM KOJIOM IIiJi KOHKPETHI MOTPEOH B PEKUMI PEabHOTO 4acCy OnepamueHicms Ta MacumadogaHicms
omiHrOEThCA (=85 %). IIpote piBeHb nepedbauysanocmi 3HAYHO HIKYMN 3a iHII Tiaxomu (=45 %), ocki-
JBKHA PeaTbHAN KiOEpIpOCTip CIOBHEHHH HEBU3HAYEHOCTEH, IO TOTO K HASBHICTH MOTCHITIMHIX PHU3UKIB
0e3reku, MOB’SI3aHUX 3 BIAKPUTHM XapakTepoM IUIATQOPM, BHMarae JeTajdbHOI TEXHIYHOI €KCIEepTH3H
OTPUMAaHUX 3HaHb IS iX e(EeKTUBHOTO BUKOPUCTAHHS (R85 %).

Ilpozno3yeanna [38] € MPOAKTUBHUM IIiIXO0M, IO TIependadac OTpUMaHHSI HOBUX 3HAHD Uepe3 CH-
MYJISIIIO MOTEHIIHHUX CIIEHAPIiiB KiOEpBIUIMBY Ha OCHOBI PE3YJbTAaTiB ayJIUTy CHCTEM KiOep3axHCTy Ta
aHaJi3y TeHAEHLIN pO3BUTKY MOBEIIHKOBHX acleKTiB y cdepi kidepsznounHHOCTI. [IporHo3yBanHs mae
3HAYHUM MOTEHINial /Ui OTPUMaHHS 3HaHb 3aBYACHO, /10 (PaKTUYHOTO 37iliCHeHHs Kibeparak, nmpore dak-

Axomanil
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TOp HEBU3HAYCHOCTI 3yMOBIIIOE CepeHill piBeHb nepedbauysanocmi (=70 %). HesBakaroun Ha HasBHICTh
BITHOCHO e()EeKTHBHUX METOJIB MPOTHO3YBAHHS, iX MAIIWHHA peaji3allis J03BOJIIE 3aTydaTH TTHPOKHIA
MepeiK JpKepel 3HaHb, 10 BIIMBAE Ha Macuimabosanicms (90 %), mpoTe 0OCITH AaHUX, AKi HEOOXITHO
00pobuTH, Oe3mocepeIHhO BIUIMBAIOTE Ha onepamugHicms — 710 %. Uepes auHaMiuHIiCTh JaHmmadry
Kibep3arpo3 Ta Hemepem0avdyBaHICTh i 3JTOBMHCHHKIB, BHUHHWKA€E 3HAYHA nompebda y Gepuikayii
(=90 %) oTprMaHuX 3HAHB IS 3a0€3MEUCHHS 1X TOYHOCTI Ta PEJIEBAHTHOCTI.

Inumezpayin 3 30enimninu oxcepenamu 3uans [39] (manpuxian, MITRE ATT&CK, CVE, STIX/
TAXII) no3Bosse 3MiCHIOBATH aBTOMaTHYHE OHOBJICHHS KaTeropiil kibepaTak, Bpa3IMBOCTEH Ta iHIMKA-
TOpiB KoMIpomeTailii. Onepamusnicms oTpuMaHHs 3HaHb (<70 %) € oOMexeHO 4Yepe3 Te, 10 HOBI
3HaHHSI YaCTO MaloTh PETPOCIIEKTUBHUM XapaKTep, OCKIJIbKH MPOXOASTh MEBHI eTany monepeaHboi 0opo-
OKM Ta eKCIIepPTH3W Ha CTOPOHI MOcCTadalbHUKa. HasBHICTE OOMEXEHOI KiIBKOCTI CTaHAapTHU30BAHUX
3arajbHOJOCTYITHHX JKEPES 3HaHb 3HIKYE TIOKa3HUK maciumabosarocmi (10 %). BpaxoByroun BUCOKHI
CTYIIHb CTPYKTYypOBAHOCTI Ta aTpuOyLii Bke€ OTpUMAHUX 3HaHb, nepeddauysauicms AAHOTO MIAXOLY
cTaHoBUTh (90 %), a nompeba y sepughixayii OTpUMaHuX 3HaHb (=55 %).

Imepamuene nasuannsn [39], ax npukiIag KOMOIHOBAHOTO JIOAMHO-MAITHHHOTO X0y, 38 SKOTO
crcTeMa aBTOMATUYHO BHSIBIISIE B3AEMO3B SI3KM MK CYTHOCTSIMH y MOJIEJ 3HaHb Ta 3BEPTAETHCS JIO0 aHa-
JITHKIB 200 €KCIEPTIB AJIs 1X MiATBEPKEHHS Y yTOuHEeHHs. [liXix XapakTepu3y€eThesi BUCOKOK MACUL-
mabogarnicmio (<90 %) 3a paXyHOK 3aCTOCYyBaHHSI aBTOMATH30BaHMX METOJIB BHIOOYTKY 3HaHb, MPOTE
HAasABHICTH JIIOJMHM B LUK, 3 OJHOTO OOKY 3HWKYE MOKasHUK onepamusnocmi — 10 %, depe3 nmotpedy
YaCOBUX PECYPCIB JUIsl SKICHOTO ayAMTy, a 3 IHIIOrO HiABHILYE nepedbauysanicms — 10 %, OCKimbKU
JIOCBIiJI Ta KBaJidikallis ekcrepTa Ma€e MeBHUH KpeauT AoBipu. [lompeba y eepughikayii — 70 % 3amumia-
€THCS HAa CEPETHBLOMY PiBHI Yy 3B’SI3Ky 3 THM, IO aBTOMATH30BaHI METOIH BHIOOYTKY 3HAHb CTBOPIOIOTH
MeBHUI piBeHb iH(OpMAIIfHOTO HIyMY.

Camonasuanns [37] nependayae BUKOPUCTAHHS aaTUBHUX AJTOPUTMIB ISl aBTOHOMHOTO OHOB-
JIEHHS MOJIENi 3HaHb Y pealbHOMYy Yaci. lle 3a0e3meuye oOpoOKy BETUKHUX OOCATIB PI3HOPITHUX AAHUX 1
BHCOKY onepamusHicms (<90 %) 3aBmsiku edeKTHBHIN poOOTI KOHBEEpiB 00pOOKH MOl Ta aBTOMAaTH-
HOMY OHOBJICHHIO MPaBHJI Ha OCHOBI HAaBYaHHS 3 MiIKpimieHHsIM. Macwumabosanicms (=85 %) nocsra-
€THCS 3aBISKU THYYKOMY MiJKITIOYEHHIO HOBUX JDKepen AaHuXx (Tenemerpis, sxypHainu, OSINT) 6e3 nort-
pebu pydHOrO BTpydYaHHs, IO MATPUMYEThCs Mexanizmamu data fusion i semantic enrichment. Monens
3HaHb Ma€ MOAyJbHY cTpykTypy (Knowledge graph), ska auHamiuHO TOMOBHIOETECS, a online learning
3abe3neuye ii aganrtanilo mig yac ekcrutyarauii. [lepedbauysanicms (<70 %) € cepeqHbOIO i 3aJI€KNUTh
BiJ HamamryBaHHs BiamoBigHocTi crangapram (ISO, NIST). Ilompeba y sepughixayii (<90 %) 3ymoBieHa
pY3UKaMU TIOMUJIKOBUX a00 MIKIJUIMBHUX OHOBJICHH, TOMY IHTETpallis HOBHUX 3HAaHb CYIPOBOJKYETHCS
NEepPEBIPKOIO PEIEBAHTHOCTI Ta AOCTOBIPHOCTI JIXKeped.

Anomanii [38] BigxXuieHHS BiJ 04iKyBaHOI IMOBEIIHKH B CHCTEMaX, Mepekax abo JaHHX, SKI MOXKYTb
CBIUMTH SK MPO HOBI Kibep3arposw, Tak i mpo BHyTpimHI 300i. Onepamusnicms (=90 %) mocsraeTscs
3aBJISKH IIOTOKOBIM aHANITHIII, 0OPOOIIi JaHUX B ONEPATHUBHIN MaM’ STl Ta MIBUAKINA aKTUBAIlil KOHTP3aXx0-
IiB Ha OCHOBI BHABJICHUX iHAWKATOPIB KOMIIPOMETALii B MeXax JOMYCTHMOTO 4acy pearyBaHHs, BU3Ha-
YEHOTO YTOJIOK0 MPO piBeHb cepBicy. Macwumabosanicms (=85 %) 3a6e3meuy€eThCsl THYYKOIO apXiTEKTY-
pOIO Ta MOKJIMBICTIO 1HTETPYBaTH YHCIICHHI TIOTOKH JAaHUX 1 CXOBHUINA. [lepedbauysanicms € HU3BKOIO
(=40 %), ocKiTbKM aBTOMAaTHYHE BHSBJICHHS aHOMAJIM 4acTO HE y3rOJXKYEThCS 3 HOPMAaTUBHUMH MOJe-
JISIMH Ta TIOJIITUKaMHU OE3MeKH, 110 He BCTUTAIOTh 32 AMHAMIKOIO 3arpo3. [lompeba y sepughixayii Han3Bu-
gaitHo BUCOKa (=95 %) "epe3 pu3uK XUOHUX CIIPAIILOBYBAHb, IO MOTPeOyeE JOIATKOBOI MEPEBIPKH pere-
BAHTHOCT] BUSIBJICHUX IO,

Orinka HassBHUX MiAX0/iB 10 BUmoOyTKy 3HaHb s IKC memoHcTpye ix cyTTeBi BigMiHHOCTI 3a o-
KyCOM: OJIHI Opi€HTOBaHI Ha IIBHUJKICTH Ta MaciTad, TO/I SIK iHII Ha KOHTPOJIbOBaHY SIKICTh 1 JOBIPY 10
Jokepent. JKojieH 3 HUX He 3a0e31edye MOBHOT BIAMOBIIHOCTI BCIM BUMOTaM OJHOYACHO, IIO ITiIKPECIIOE
00’ekTUBHY NoTpeOy B iHTerpauii riOpuAHMX cTpaTeridi OTpUMaHHA 3HaHb, ¢ aBTOMAaTH30BaHi METOIH
JIOTIOBHIOIOTHCS €KCIIEPTHOIO OIIHKOFO, & THYYKICTh MEXaHi3MaMHU TIEPEBipKH.

Taxkum 9rHOM, TIPOBEICHUH TTOCTAITHUNA aHAJI3 IMAXOMiB 0 yrpaBiinas 3HaHHsAMHU B ICK BUSBUB Has-
BHICTb CYTTEBHX pO301KHOCTEH MiX ICHYIOUMMH METOAAMH 32 KPUTEPISIMH CTPYKTYPOBAHOCTI, aKTyalli-
3arii, IHTEPIPETOBAaHOCTI, IHTerpailii, OepaTHBHOCTI Ta mependadyBaHocTi. JKoJeH 3 mpoaHaTi30BaHUX
MIX0IB He 3a0e3medye MOBHOI BiAMMOBITHOCTI BCIM BUMOTAM, IO YCKIIAIHIOE CTBOPCHHS €()EKTHBHOI,
aIalTHBHOI Ta MPO30poi CHCTEeMHU 3HaHb IS MOTped KibepOesrneku, mo oOIPyHTOBYE PO3POOKY HOBHX
riOpugHUX MoJeNnel yrnpaBiIiHHS 3HAHHSIMH, 3J1aTHUX IHTETPyBaTH NepeBard pi3HUX MiAX0.iB, 30epiraio-
4y OayiaHC MK (opMalizali€ro, THyYKIiCTIO, IHTeponepabenbHICTIO Ta MPO30PICTIO YXBaJIEHHS PIillleHb B
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YMOBax TWHAMIYHOTO KibepcepenoBuIIa.

BpaxoByroun BUsBIICHI OOMEXEHHS HAasBHUX MiAXOAIB IO pealti3allii )KATTEBOTO MUKy YIIPaBIIHHSI
3HaHHsMu B ICK, nouinmeHUM HampsMKOM TIOJIOJaHHS 3a3HAYCHUX BUKIHUKIB € PO3po0Ka HAayKOBO-
METOJUYHOTO amapary YIpaBliHHS 3HAHHSIMM, SKHH TacTh 3MOTY MOEJHATH BUCOKUHN CTYIiHb iX (opma-
Ji3aii Ta CTPyKTYpOBaHOCTI Ha OCHOBI OHTOJIOTIH 3 TUHAMIYHUMH MeXaHi3MaMH CaMOHaBYaHHS Ta OHO-
BJICHHS 3HaHb B PEKUMI PEaJbHOTO Yacy.

Tak, 3amponoHOBaHO MinXif 1m0 ynpasiinas 3HaHHsAMU B ICK, skuii moenHye OHTONIOTIYHE SAAPO 3i
3IATHICTIO A0 aJanTalii Ha OCHOBI cCaMOHABYaHHS Ta MeXaHi3MiB Bepu(ikauii. Y3aransHeHy (yHKLIOHA-
JBbHY CXEMY [ILOTO MiIXO/Y ITOKa3aHo Ha PHUC. 5.

r—---=-=-=-=
| | MocTaqansHUK HOBUX | | NiogMHo opieHToBaHI IHTerpoBaHi
CArHaTyp AMEepena anaHe | [PKEPENA 3HAHB
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Puc. 5. Y3aranpHeHa QyHKIIOHaTbHA CXeMa peallizallil )KUTTEBOTO LUKy MPoIecy ynpasiiHHs 3HaHHAMH B ICK

3anpomnoHoBaHa (hyHKITIOHATRHA CXeMa BigoOpaskae 6araTopiBHEBY apXiTEKTypy YNPaBIIiHHS 3HAHHS-
mu B ICK, 1110 0XOIUTIO€ TOBHUH UK POOOTH 3 JaHUMH BiJl MOMEHTY HaIXOJKeHHs iH(pOpMalIii 3 pi3HO-
pinHEX Kepen no 11 gopmaiizaii, iHTerpaiii, oprasizamii y BUTJISAI OHTOJIOTIYHOI MOJEII Ta MMOAab-
IIOTO MPAKTHYHOTO 3aCTOCYBAHHS Y BHIIIAJI MPABHI NMPUHHATTA pimieHb. KoXKHUN piBeHBb apXiTEKTypH
OB’ SI3aHUH 3 BIAMOBIAHUMU MOJYJISIMH, SIKi B3aEMOJIIOTh MK COO0I0 B MEXax €JIMHOTO IMKITy OHOBJICH-
Hs Ta BepUQiKamii 3HaHb.

Ha piBHi 3m100yBaHHS 3HAHB TPOIEC TOYNHAETHCS 3 KOHCOJIAAMIi PO3IIMPEHOTO MEePENiKy albTepHa-
THBHHX JDKEPEIN, K CTPYKTYPOBAHUX (CHTHATYpPH, aHAIITHYHI 3BITH, MAIlIMHHO OPI€HTOBAHI JDKEperna),
tak 1 HecTpykTypoBanux (OSINT, pe3ysbTaTi MPOTHO3YBaHHS) 3 METOO 3a0€3MeYCHHS HAJICKHOTO PiBHS
CUTYyaliltHOi 00i3HAHOCTI.

KirtouoBUM KOMIIOHEHTOM IIHOTO PIiBHS € KOHBEEP 0OPOOKHU MPUPOIHOI MOBH Ha 0a3i BEIMKOI MOBHOT
MOJIeII, SIKWH BUKOHYE TOKCHI3allit0, JEMaTH3allil0, PO3Ii3HABAHHS CYTHOCTEH Ta BUSBICHHS BiHOIICHB
MDK HHMH, TpaHC(OpMyrOuM TEKCTOBI JaHi y QopmaT, MpUIaTHUH Uil mojanblioi iHterpauii. Data
Mining 1HCTpYMEHTH 3aCTOCOBYIOTHCS JUUIsl BUSIBJICHHS HEOUEBUIHHMX 3aKOHOMIPHOCTEH i aHOMaJTbHHX
natepHiB, a OSINT-areHTH a1 aBTOMAaTH30BAaHOTO TMAPCHHTY BITKPUTHX JDKepen. J[ns 3abesmedeHHS
MOTOKOBOi 00pOOKM MaHMX y peanbHOMY 4Yaci MOXYyTb OyTH BMKOPHCTaHI Taki TeXHouorii, ik Apache
Kafka y noexnansi 3 Flink abo Spark Streaming, 1o 103BoJisi€ JOCSTTH HU3bKO1 3aTPUMKH Y Pa3i HaAXo-
HKeHHs HoBuX 3HaHL no ICK.

PiBens inTerpamii 3nanb nependavae 3actocyBanus epekruBHux ETL-opkecTpaTopis, ki npu3Hade-
Hi juis yHidikarii rereporenux nanux y equnuii RDF/OWL ¢opmar, 1o B cBoto uepry 3ade3neuye cema-
HTHYHY y3TOPKEHICTh, CTPYKTYPOBaHICTh Ta JIOT1YHY HECYTIEPEUHICTh OTPHMAHHUX 3HAHb.
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Ha piBHi opramni3anii 3Hanb pearnizyerbes Gpopmaltizaiis Ta KOHIETITyalli3alis JaHUX Y BATIISAII OHTOJIOT -
YHUX CTPYKTYP, SIKi € OCHOBOIO /IS TOJAJIBIIOTO aBTOMAaTH30BAHOTO BUBEICHHS 3HAHb 1 IPUHHATTS PillEHb.

PiBeHp 3acTOoCcyBaHHSI 3HAHB BKJIIOYAE MOAYJb T€HEpalii mpaBuil, SIKMil HA OCHOBI OHTOJIOTIYHOT MO-
JIeITi Ta 3a JOMOMOTOIO AITOPUTMIB 1HIYKIIIT BUSABIISE MAaTEPHU 3arpo3 i (hOpMyItOe YMOBHO-/IEBI KOHC-
TPYKITii, aBBTOMaTHYHO HAITOBHIOIOYH IMIA0IOHHN MIPABWII 3 yPaxXyBaHHSIM KOHTEKCTHHX aTPHOYTIB aKTHBIB i
CVSS-Metpuk. 3reHepoBaHi MpaBmuiia HAIXOIATh 10 0a3u MpaBHIl, Jie KOKHE OTPUMYE TIOYATKOBHH «Kpe-
JIT JTOBIpW» HAa OCHOBI CTATUCTUYHOI OIIHKY iCTOPUYHUX KeiiciB. Hamanmi npaBuia miuisiratoTh Baiianii,
i B pa3i BU3HAHHS iX KOPEKTHUMH — 3aKpIILTIOIOTHCS SK BaJijiHI, iHAKIIe — BHIAAIOTHCA. MOIyIh
MIPUHHATTS pillIEeHb B3a€EMOJII€ 3 MOAYJIEM MOHITOPHHTY MPABHMII, KU OI[IHIOE IXHIO €(EeKTHBHICTD y pea-
JHHOMY CepeZoBUIII. SIKIIO BUSBICHO 3HIKEHHS MPOAYKTUBHOCTI 200 CymepedHOCTi, MOIYJb 3BOPOT-
HOTO 3B’SI3KY iHIIIIOE OHOBJICHHS «KPEAMTY JOBIpH» Ta aJanTallilo MpaBWiia dYepe3 MeXaHi3Mu active
learning i ekcepTHy Bepuddikarlito, 3a0e3Meuyoun THM caMUM Oe3lepepBHE BIOCKOHAICHHS Ta CaMo-
napuanHus [CK.

BucuoBok

[IpoBeneHo cucTeMHMI TOETATHWIA aHAi3 CYYacHHX ITXOMIB J0 peaii3alii *KUTTEBOTO IUKIY YII-
paBninasa 3HaHHAMU B ICK, mo oxormmoe ¢a3m BumoOyTKy, opraHizaiii, iHTerparlii Ta 3acTOCYBaHHS
3HaHb. BCTaHOBJICHO, 1110 JKOJICH 3 HAsIBHUX ITiJIXOJiB HE 3a0e31euye MOBHOT BiIIIOBIJHOCTI BCIM KITFOUOBUM
BAMOTaM, TaKUM SIK CTPYKTYPOBaHICTh, aKTyalli3allisi, IHTepIPETOBaHICTh, MacIITA00OBaHICTh, THYYKICTh Ta
MIPO30PICTh MPUHHATTS PIllleHb, IO YCKIATHIOE CTBOPEHHS e(DeKTUBHOI CHCTEMH 3HaHB IS TIOTped Kibep-
Oesnexy. HailOinmpinmid moTeHmian y KOHTEKCTI (opMaiizalii Ta CTPYKTYpPOBAHOCTI TPOJEMOHCTPOBAHO
OHTOJIOTTYHHM TiJIXO0M, TOJI K HaHOIIEPAaTUBHINIMMHU € METOJIM caMoHaB4aHHsS Ta Data mining. BojHo-
gac caMe TIOpHIHI CTpaTerii, Mo IHTETPYIOTh CHIIBHI CTOPOHH Pi3HHX ITiAXO0IIB, JO3BOJISIOTEH JOCATTH Oasta-
HCY MiX TOYHICTIO, IIIBUJIKICTIO OHOBJICHHS T4 aIAITUBHICTIO /IO HOBUX 3arpo3.

VY BiAMOBiNb Ha BUSBJICHI BUKJIMKH 3allPONOHOBAaHO (DYHKIIOHAJIBHY CXEMY YNpPaBIiHHS 3HAHHSMHU B
ICK, 1o moeHy€e OHTONOTIYHY MOJIENb 3 CAMOHABYAJILHUMHY Ta Bepu(DiKaliHHUMU MeXaHi3MaMu. 3arpo-
TTOHOBaHUH MiAXix 3a0e3nedye HacKpi3Hy 00poOKy MaHWX Bia BUAOOYTKY 3HAHB JO IXHHOTO MPAKTUIHOTO
3aCTOCYBaHHS Y BUTJISIIII aIalTHBHUX 3aXMCHUX TMOJITHK. 3a3HA4Y€HE CTBOPIOE IMiAIPYHTS JJIsl pO3POOKH
ICK HOBOTrO MOKOIIHHS, 34aTHUX 0 aBTOHOMHOTO BJIOCKOHAJICHHS, MPUUHATTS OOTPYHTOBAaHUX PilllEeHb
Ta 3a0e3nmeueHHs BUCOKOI kibepcTiiikocTi IKC B yMOBax THHAMIgHOTO KibepcepeIoBHIIa.
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The article investigates the task of effective knowledge management in intelligent cyber defense systems in order to en-
hance their ability to detect, interpret and prevent modern cyber threats. It is substantiated that achieving a high level of their
adaptability and situational awareness is possible only if full life cycle of knowledge management is implemented, which
includes the stages of extraction, integration, organization, application and updating.

A comparative analysis of modern approaches to the implementation of the key phases of knowledge management in in-
telligent cyber defense systems is carried out. Particular attention is paid to the analysis of approaches to the organization of
knowledge, such as ontological modeling, knowledge graphs, production rules, frames, neural network structures and se-
mantic networks. Relevant knowledge representation languages, threat information exchange protocols, and knowledge
mining tools are considered. The results obtained show that none of the approaches under consideration fully meets the
defined criteria for effective knowledge management, in particular, structuredness, relevance, interpretability, scalability,
flexibility, computational efficiency, and transparency of decision-making. In this regard, the expediency of creating a hybrid
knowledge management architecture that combines the advantages of different approaches is substantiated.

Functional scheme is proposed that integrates the ontological core with modules for self-learning, automatic rule genera-
tion, verification, and feedback. The presented approach ensures end-to-end processing of knowledge from extraction to
practical application in the form of informed decisions in real time. This creates the basis for building a new generation of
intelligent cyber defense systems capable of self-improvement and sustainable response to threats in a dynamic cyber
environment.
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